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Google to bring 
ChatGPT’s rival Bard AI   

Google will unveil an artificial 
intelligence chatbot technology called 
Bard which will compete directly 
with rival ChatGPT, an AI service 
created by OpenAI. Bard is powered 
by the company’s large language 
model LaMDA, or Language Model 
for Dialogue Applications. Google will 
open up the conversation technology 
to “trusted testers” ahead of making it 
more widely available to the public.

“Bard seeks to combine the breadth 
of the world’s knowledge with the 
power, intelligence and creativity of 
our large language models. Bard can be 
an outlet for creativity, and a launchpad 
for curiosity, helping you to explain 
new discoveries from NASA’s James 
Webb Space Telescope to a 9-year-old, 
or learn more about the best strikers in 
football right now, and then get drills 
to build your skills,” Pichai added.

C-DAC aims to make 
India self-reliant 
with development of 
indigenous microprocessor   

C-DAC (Centre for Development 
of Advanced Computing) is developing 
India’s first indigenously designed 
microprocessors. The aim of C-DAC is 
to help the country to become self-reliant 
in microprocessors development using 
indigenous design.

General of C-DAC, Magesh 
Ethirajan, said that in the development of 
the VEGA series of dual core and quad 
core microprocessors C-DAC achieved 
significant progress and two designs are 
ready for fabrication. He added that the 
first one is a 32-bit embedded processor 
which could be used in smart energy 
meters, smart water and gas meters, IoT 
devices, multimedia processing and AR/
VR application.
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HELLO INDIA

LACK OF DIGITAL TALENT LEADING 
TO IT HIRING CRISES 

The IT sector in India is recognised as the world’s back office, and is facing 
continuous staffing crisis as the number of skilled people entering the workforce 
is failing to keep pace with demand. The biggest challenge in IT hiring is to find 
qualified candidates for the latest technologies. 

The IT industry is predicted to grow at nearly double the rate of the Indian 
economy. India is not unique in its challenges in retaining digital talent. A report 
notes, adding markets like Singapore, Japan, Hong Kong, the Philippines and 
China are also facing similar concerns.

The information technology industry in India comprises information 
technology services and business process outsourcing. The share of the IT-BPM 
sector in the GDP of India is 7.4% in FY 2022. The IT and BPM industries' 
revenue is estimated at $227 billion in FY 2022 and is likely to witness consistent 
growth in the future. 

Tapping into new advancements in robotics and artificial intelligence, the 
industry seeks to continue helping clients build successful businesses, propelled 
by a large export market. In ten years, the industry has added $100 billion; it took 
30 years to add the first $100 billion.

When we saw the datapoints, the dawn of the Digital Age, innovation and 
technology have ignited debates about the impact on society. Hot debates have 
been sparked about the future of work and other pressing issues in boardrooms, 
trade union offices, and city halls across America. Over time these fears are often 
proven unfounded. The Internet and cloud computing, for example, have created 
more jobs and new business models than they’ve destroyed.

The shortage of tech talent is a global phenomenon. While it is good that 
India has the lowest tech talent demand-supply gap among the top tech locations, 
it is imperative for individuals and organizations to continue to invest in digital 
skills training, as technology will be the key differentiator when it comes to 
leading the world in innovation and digital transformation. Greater recognition 
of certifications can ease hiring challenges and there is a growing movement to 
shift from a pedigree-based hiring model to a skills-first model.

People in India are increasingly going digital, from the way they work to 
the way they live. Research shows that digital skills provide immense economic 
value to India at the individual, organizational, and macroeconomic level. As 
more organizations move their IT to the cloud over the next decade and new 
technologies emerge, digitization is going to fuel a vast number of new jobs. 
The opportunity for India to be competitive in the digital economy depends 
on having a robust and highly skilled workforce to support current and future 
innovations.

With the digital transformation of businesses and government agencies 
accelerating around the world, demand for advanced digital workers will remain 
strong in the coming years. 93% of Indian employers surveyed reported they were 
seeking to fill openings that require digital skills, but 88% said it is challenging to 
find the talent they need. A possible barrier is that 60% of Indian organizations 
prefer a bachelor’s degree, even for entry-level IT staff. However, many are 
starting to recognize that accepting industry certifications can ease their hiring 
challenges. 91% of employers say that digital certifications or training courses are 
acceptable substitutes for a bachelor’s degree.

With many organizations now preparing for the challenges of a digital future, 
the Gallup study looked at 10 emerging technologies including AI, edge and 
quantum computing, blockchain, and cryptocurrency. 92% of employers in India 
say at least one of these technologies is likely to become a standard part of their 
future business operations, with 5G ranking the highest at 78%. 

At the same, the present environment brings 
certain serious challenges, as the world emerges from 
the pandemic era, over-hiring, cost pressures and 
funding challenges have posed fresh problems for 
companies. The layoffs which started last year has 
only increased since the beginning of 2023.

The steps taken by most of the IT firms across 
the globe to optimise costs in the current uncertain 
economic environment is predicted to continue for 
the rest of 2023.
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Can you shed light on NetApp BlueXP and how is it leading 
the way to a more ‘evolved cloud’? 

NetApp BlueXP is a unified control plane that delivers a simple, 
hybrid multi-cloud experience for storage and data services across 
on-prem and cloud environments. It is designed to offer operational 
simplicity, with an intuitive interface and powerful automation 
capabilities that help decrease resource waste, complexity, and the 
risk of managing diverse environments.

Organisations have increasingly moved to hybrid multi-cloud 
environments to accelerate their digital transformation journeys 
and drive growth. However, many companies face challenges and 
inefficiencies in managing these environments, which is an impediment 
to innovation. BlueXP addresses these challenges and leads the way 
to a more “evolved cloud” by simplifying and automating critical 
operations across on-prem and public clouds. This helps organisations 
drive business impact and enhance their customer experience.

BlueXP adds value to organisations with the following 
specific benefits:
• Unifying formerly disparate environments and frameworks – 

bringing them all under a single point of control.
• Reducing risk and wasting fewer resources with integrated AI 

Ops automation, recommendations and anomaly detection with 
remediation. 

• Aligning tech and business requirements through the BlueXP 
digital wallet, which provides FinOps the financial dynamics 
they need to support the business while enabling Ops teams to 
instantly activate resources.

• Delivering powerful data and infrastructure protection by 
leveraging the combined capabilities of backup and restore, 
governance and ransomware detection. 

What are some of the salient features of the NetApp Partner 
Sphere programme? 

NetApp Partner Sphere is the evolution of NetApp’s industry-
leading Unified Partner Program. This new cloud-focused and 
services-led program delivers a flexible path to advancement and 
growth for all partner sales motions – consolidating and simplifying 
multiple programs into one that includes all partner types, business 
models and routes to market.

Some of the salient features of the NetApp Partner Sphere 
program include:
•	 A simple framework that supports each partner’s unique go-

to-market strategy, provides flexibility and automation to ease 
partner processes, and offers consistency for all partners and sales 
motions from a single program with clear tiers and objectives.

•	 Transformative training, tools and support to activate the 
partner’s work in the hybrid multi-cloud market, enabling and 
building partner services and solutions competencies.

•	 Differentiation between partners, with each partner highlighted 
and endorsed by their Solution Competencies and services on 
NetApp Partner Connect to promote their go-to-market approach.

PUNEET GUPTA

Vice President and Managing 
Director, NetApp India/SAARC 

•	 Accelerated cloud growth through leveraging NetApp’s in-
demand portfolio to fuel opportunities for value-add partner-
led services and co-innovation, thus improving profitability and 
maximizing partner ROI with progressive tiers.

How does the Partner Sphere programme reiterate NetApp’s 
commitment to growing the channel partner ecosystem in 
India? 

The Partner Sphere program offers robust training and support 
to help NetApp’s partners capture cloud market share. It brings 

NetApp Paves the Way for 
‘Evolved’ Cloud with Next-Gen 

Storage & Data Services



9     www.varindia.com  February 2023

GANESAN ARUMUGAM

Director, Channel Sales, 
NetApp

new validation, recognition and rewards for partner’s investments 
in competencies and services. The accelerated growth structure 
empowers our partners to deliver transformational value to joint 
customers.

In addition, the program includes simplified, flexible and 
progressive tiering, with clear criteria that partners can follow across 
objective thresholds. The program’s tiers (ranging from Approved, to 
Preferred, to Prestige, to Prestige Plus) assess, validate and recognize 
partners based on value and competencies, in order to match the right 
partners with the right customer opportunities. Benefits and support 
will grow as partners ascend tiers, with the partners generating the 
most impact seeing the broadest and most customized benefits, 
including solution specific marketing campaigns and enablement, 
proposal-based market development funds, and preferred value-based 
incentives.

How has the storage market evolved in India, and how is the 
new NetApp AFF C-Series poised to bring in cost-efficiency? 

In a challenging economic environment, cost-effectiveness is 
increasingly becoming a key concern in the storage market. To 
address this, NetApp is bringing to customers and partners the most 
affordable and sustainable all-flash storage available in the market 
today. The new NetApp AFF C-Series provides capacity flash at a 
lower cost to entry, to better facilitate our customers’ transition from 
hybrid storage to all-flash within their budgets. The AFF C-Series 
offers guaranteed storage efficiency, to reduce an organisation’s 
storage footprint and energy costs, thus delivering a lower total cost 
of ownership (TCO).

What are the various partner incentives offered by NetApp, 
and can you tell us more about this? 

NetApp offers a range of incentives to partners and distributors. 
Our incentive program is a tiered system in which partners who 
achieve certain milestones – such as closing high-value deals or 
achieving high revenue targets – receive incentives in the form of 
cash awards or domestic & foreign holiday packages. The program 
also offers incentives specifically aimed at driving deal closures for 
NetApp Cloud and NetApp Core solutions.

What is NetApp Keystone and how is this pay-as-you-go 
model a gamechanger for the industry?

NetApp Keystone is a storage-as-a-service platform that simplifies 
the acquisition of data storage & management technology, for on-
prem data centers as well as for the cloud. Keystone offers maximum 
operational and financial flexibility. It enables customers to purchase 
on-prem and cloud-based storage capabilities by allowing data to be 
migrated as required across on-prem or private & public clouds. It 
also offers them the option of either purchasing storage outright, or 
on a ‘pay-as-you-go’ consumption model. 

By removing the IT burdens of managing storage infrastructures 
and going through a lengthy procurement cycle, Keystone empowers 
customers to better align storage costs to their business needs, 
accelerate time-to-value, and focus on core business operations by 
managing outcomes.

The sheer flexibility that NetApp’s Keystone’s ‘pay-as-you-go’ 
model offers makes it an industry gamechanger. For instance, an 
enterprise can start with on-prem services and later determine the 
timeline and the right workload to move to the cloud, based on 
business requirements. Moreover, Keystone offers commitment 
protection across deployment models. This means that customers can 
reallocate their on-prem spending to add cloud services (as opposed 
to paying more for added cloud services), essentially paying the same 
monthly bill based on the total capacity committed to before the 
reallocation.

Can you tell us more about the recently launched NetApp 
Advance?

NetApp Advance is a new portfolio of storage programs that 
enables customers to cost-effectively future-proof their on-prem 
environments. It offers simplified storage ownership and management, 
that helps organisations stay up to date with technological innovations 
while eliminating complex, time-consuming and expensive upgrade 
cycles. Organisations can choose on-prem or cloud storage options 
to future-proof their environments and scale securely, seamlessly 
and non-disruptively as they grow. Advance also brings to the 
fore sustainability and efficiency best practices and capabilities that 
continually improve energy efficiency and operational performance 
that helps reduce the carbon footprint.

With NetApp Advance, organisations can significantly reduce 
cost, complexity and disruption of tech refreshes by buying once and 
evolving continuously. It greatly reduces the risk previously associated 
with the journey to hybrid cloud by providing organisations with the 
flexibility to easily scale out to the cloud as and when required. 
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Recently, it seems that no matter where 
we look, we are constantly bombarded 
with news stories about AI, from the latest 
advancements in chatbots such as ChatGPT 
to the ongoing “AI wars” between tech giants 
like Google and Microsoft. Amidst all of this 
noise, what stands out in these articles is the 
emerging area of generative AI. This subset 
of AI is especially transforming the creative 
process and industries across the board 
by enabling machines to generate unique 
content. 

Generative AI is rapidly evolving and it 
set to revolutionize a number of industries, 
including IT. It is predicted that the global 
generative AI market will reach a staggering 
USD 111 billion by 2030, indicating the huge 
potential of this technology. By leveraging 
generative AI for tasks such as automating 
routine work, cybersecurity, and data 
analysis, organizations can greatly improve 
their efficiency and accuracy. This translates 
into working smarter and faster, in turn 
driving innovation and creating value in 
the IT industry. As generative AI becomes 
more prevalent, it is crucial for businesses to 
understand its capabilities and to stay ahead 
of the curve to thrive in the ever-evolving 
tech landscape. 
Defining Generative AI

So what exactly is generative AI and 
why the hype surrounding it? Well, it is a 
fascinating subset of AI that is currently 
generating a lot of excitement in the tech 
world. Broadly speaking, generative AI 
is a type of machine learning that enables 
computers to create new and original content. 
A main feature of generative AI is its ability 
to learn from very large datasets and produce 
outputs that are similar to the style produced 
by humans. 

There are a few differences between 
traditional machine learning algorithms and 
generative AI. Traditional machine learning 
algorithms focus on pattern recognition, 
meaning that it identifies patterns in existing 
data. Generative AI, on the other hand, uses 
deep neutral networks to create completely 
new content. This can come in the form of 
music, text, or images. In addition, it requires 
vast amounts of data to train effectively, with 
the quality of output being heavily dependent 
on the quality of the input data. 

Generative AI has the potential to 
revolutionize industries across the board, and 
it is already making waves in many areas. One 
such industry is the pharmaceutical industry. 
By using generative AI, researchers are able 
to design and test new drugs more quickly 
than before, reducing the time and cost in 
drug development. With generative AI, 
researchers can simulate drug interactions, 
predict outcomes, and even identify possible 
side effects. 

Other industry where we are seeing 
the use of generative AI is manufacturing. 
Organizations are using it to help design 
physical objects or certain manufacturing 

HOW WILL GENERATIVE AI IMPACT THE IT INDUSTRY
parts. In addition, generative AI can help 
manufacturers identify bottlenecks in the 
production process and optimize production 
schedules, which in turn allows for the 
production of goods at a faster rate and a 
lower cost.
How Generative AI Can Be Used in the 
IT Industry  

Generative AI is poised to revolutionize 
the IT industry with its potential to enhance 
multiple facets of the industry. Its impact is 
expected to be significant and far-reaching. 
Below are a few applications of generative AI 
to consider in the IT industry:

1. Automation of tasks:
Generative AI can be used to automate 

a number of time-consuming and repetitive 
tasks (such as data entry or report generation), 
allowing IT professionals more time to focus 
on more demanding and complex work. 
When it comes to software testing, generative 
AI can automate the testing process by 
identifying potential issues and bugs in the 
software, as well as suggesting possible fixes. 

Besides these examples, generative AI 
can also be used to automate other tasks to 
include user support, system monitoring, and 
network maintenance. By automating these 
tasks, it can enable businesses to increase 
efficiency and reduce costs, as well as improve 
customer satisfaction. 

2. Improved data analysis and 
decision-making

The traditional way of data analysis that 
involves manually sorting through data can 
be time consuming and somewhat prone 
to errors. With generative AI, however, 
organizations have the ability to sort 
through enormous volumes of data at a rapid 
pace. In addition, generative AI provides 
organizations with insights and predictions 
on future trends, enabling them to make 
more informed decision. For instance, an IT 
company can use generative AI to understand 
and predict customer demand for a particular 
product or service that will likely be more 
successful in the market. Businesses can also 
identify possible areas of growth by receiving 
insights into emerging markets or trends. 

3. Cybersecurity 
The increasing emergence of more 

sophisticated and advanced cyber threats 
has made it necessary for organizations to 
employ a more proactive approach towards 
cybersecurity, and generative AI can help 
with this. Through machine learning 
algorithms, it is possible for generative AI 
to detect and prevent attacks from occurring 
in real-time. It can analyze data from various 
sources to identify patterns of abnormal 
behavior that may mean a possible security 
breach. In addition, generative AI can be 
used to anticipate future cyber threats, thus 
allowing IT professionals to take proactive 
measures to protect their data and systems. 
The Benefits and Challenges of 
Adopting Generative AI

As we can see, the impact of generative 
AI on the IT industry is vast and as the 

ROUND ABOUT

technology continues to evolve, we would 
likely see even more applications emerge. 
Generative AI offers numerous benefits 
– one is cost reductions. As mentioned 
earlier, by automating repetitive tasks, IT 
professionals have more time to focus on 
high-level tasks, thus resulting in increased 
efficiency and productivity. In the long run, 
this can help businesses save both time and 
money. Another benefit of generative AI is 
the ability to analyze enormous amounts of 
data accurately and rapidly. Companies can 
be better informed to make more data-driven 
decisions, which ultimately can result in 
increased revenue and cost savings. 

There are challenges and concerns to 
adopting generative AI, however. A main 
concern is data privacy. Generative AI 
depends on large amounts of data in order 
to create new content or make predictions. 
This means that sensitive data could be 
at risk if it is not handled properly. It is 
important for organizations to then have 
appropriate measures in place to protect their 
data. Another area to consider is the ethical 
concerns using generative AI; like with 
any technology, there is always the risk of 
unintended consequences, such as biased or 
discriminatory outcomes. It is essential that 
organizations are aware of these risks and 
take the necessary steps to reduce them. 

As we can see, generative AI has the 
exciting potential to revolutionize the 
IT industry, from transforming the way 
companies approach their cybersecurity 
policies to automating repetitive tasks. By 
adopting this technology, business can gain a 
competitive advantage by increasing efficiency 
and productivity, reducing costs, and also 
making more data-driven informed decisions. 
Looking ahead, it is clear that generative AI 
will continue to made strides, especially with 
advancements in areas of computer vision 
and natural language processing. This, in 
turn, will have a tremendous impact on the 
IT industry and it is imperative for businesses 
to be ready to adapt to these changes to 
remain competitive. 

JOYA SCARLATA
DIRECTOR OF DIGITAL 

MARKETING, INTERRAIT
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HOT BYTES

Oracle and Uber Technologies strike 
a seven-year cloud partnership

Oracle and Uber Technologies have announced a seven-year 
strategic cloud partnership to accelerate Uber’s innovation, help 
deliver new products to market, and drive increased profitability.

By migrating some of the company’s most critical workloads 
to Oracle Cloud Infrastructure (OCI), Uber will be in a position 
to modernize its infrastructure while also accelerating its path to 
profitability. As Uber continues to grow and enter new markets, it is 
increasingly important for the business to focus resources on its core 
strengths and strategic initiatives.

“Uber is revolutionizing the way people, products, and services 
move across continents and through cities,” said Uber CEO, Dara 
Khosrowshahi. “To deliver on that promise for customers while 
building value for shareholders, we needed a cloud provider that will 
help us maximize innovation while reducing our overall infrastructure 
costs. Oracle provides an ideal combination of price, performance, 
flexibility, and security to help us deliver incredible customer service, 
build new products, and increase profitability.”

Mavenir and HPE collaborate 
on Open vRAN solutions 

Mavenir has expanded its existing partnership with Hewlett 
Packard Enterprise (HPE) by validating its Open vRAN DU 
software on the HPE ProLiant DL110 Telco server. Mavenir can now 
globally extend the benefits of its Open RAN DU solutions on HPE 
infrastructure to customers.

Cloud computing shifts network functions from dedicated 
hardware platforms into virtualized software components that can 
be implemented on general purpose infrastructure and then can be 
pooled in centralized data centers. Mavenir’s O-RAN compliant, 
fully containerized Open vRAN solution works on open interfaces 
supporting O-RAN Split 7.2x and Split 2 configurations. It further 
disaggregates into a Distributed Unit (DU) and Centralized Unit (CU). 
These entities work as containerized network functions running on 
general purpose infrastructure and are designed to support multiple 
fronthaul splits simultaneously – making the vRAN solution an ideal 
choice for a future-proof strategy.

Tech Mahindra to set up its Data & 
AI and Cloud CoE in Saudi Arabia

Tech Mahindra has signed a Memorandum of Understanding 
(MoU) with the Ministry of Communication and Information 
Technology (MCIT), Saudi Arabia to establish a Data & AI and a 
Cloud Center of Excellence (CoE) in Riyadh. The CoE will combine 
academic and socio-economic goals to build national Hi-tech talent 
capacity, create high quality jobs, promote digital innovation and 
upscale small & medium enterprises.

The MoU was signed between Ibrahem N. Al-Nasser, Deputy 
Minister for Technology of MCIT, and Ram Ramachandran, Head 
-Middle East & Africa, Tech Mahindra, in the presence CP Gurnani, 
MD and CEO, Tech Mahindra. The MoU signing was also attended 
by Saudi government officials and the top management team of Tech 
Mahindra.  Data & AI and Cloud CoE by Tech Mahindra will enable 
accelerated and sustainable adoption of Data Analytics & Ethical AI. 
It will further drive cloud-enabled transformation across industries 
to develop local assets, Intellectual Property (IP) and promote a 
cognitive approach across smart services to contribute to Saudi Vision 
2030's digital-led transformation objectives.

Haitham AlOhali Vice Minister at MCIT, Saudi Arabia, said, 
"Adoption of Cloud, Data and AI will play a major role in Saudi 
Arabia IT and Digital Growth.  We are very pleased to announce this 
initiative with a digital leader Tech Mahindra, which will bring global 
expertise and assets to Saudi Arabia and enable talent and IP creation 
over the next years.”

Redington eyes double-digit revenue 
growth, plans to enter new markets

Redington is targeting double-digit revenue growth for the next 
financial year besides foraying into new markets, and betting on a 
pandemic-led push for digitising corporate and government offices.

According to Redington’s Managing Director Rajiv Srivastava, 
the Chennai-headquartered company which has reported a double-
digit topline growth for the last 
three years, would continue to 
be on a similar trajectory for the 
year ending March 2024. Earlier 
this month, the distribution house 
recorded its highest-ever quarterly 
revenue for the three months 
ended Dec. 31, even as its profit slipped due to higher expenses.

Redington, which distributes products for over 290 brands, 
including Apple and Samsung, is looking to enter about a dozen 
new countries like Indonesia, Myanmar and Azerbaijan in the next 
couple of quarters. Redington, which operates in 38 countries, is also 
increasing its 4,500-odd workforce by 5% globally in about a year.

The Redington MD further said that new gadget launches would 
now reach Indian consumers faster, given the recent electronics 
manufacturing boom coming on the back of global businesses looking 
to limit their reliance on China.

HCLTech identifies AI, multi-cloud, quantum 
computing and sustainability applications as 
key drivers of digital transformation in 2023

HCLTech has released the 2023 edition of its Tech Trends report 
providing an in-depth assessment of the technologies that will shape 
digital transformation and enable modern enterprises to stay ahead of 
the curve.

“HCLTech has been committed to propelling digital 
transformation journeys for its clients and expanding its strategic 
ecosystem partnerships, enabling competitive differentiators 
across new and emerging technologies,” said Kalyan Kumar, Chief 
Technology Officer and Head of Ecosystems, HCLTech. “We’ve put 
together the top 10 technology trends to watch out for in 2023 that 
will help enterprises be future-ready and build resilience within their 
organization to thrive in any new normal.”

The seventh edition of the annual report from HCLTech’s 
Enterprise Technology Office names the following trends that 
are expected to play a crucial role in accelerating three critical 
characteristics – flexibility, speed and scale – for businesses in the post-
pandemic digital-first era.

NTT to set up new data centre in Kolkata
Global data centre and telecommunications leader NTT has 

announced to invest Rs 2,000 crore in a hyperscale data centre in 
Kolkata in next few years, which is a part of the ongoing USD 2.5 
billion total investment plan in India by NTT Ltd announced about 
two years ago. In the first phase, NTT plans to spend about Rs 500 
crore depending on demand from the region.

“We plan to build three data centre buildings for hyperscale data 
centre in Kolkata site. The IT load capacity of the data centre will be 
at least 25MW, but considering the operational power requirement, 
it will be 40MW. The campus will be spread over 7.5 acres of 
land,” said Shekhar Sharma," CEO of NTT Global Data Center & 
Cloud Infrastructure India, after the Bhumi Pujan (groundbreaking) 
ceremony.

The Kolkata data centre campus spans 6,00,000 square feet. When 
fully built, Phase I will be 1,00,000 square feet. The company aims to 
have the data centre up and running in 12 to 15 months.

NTT’s USD 2.5 billion capex will be in new data centres, cloud 
computing, submarine cable landing stations and solar parks.
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STT GDC India to establish data centres 
in the state of Uttar Pradesh

STT GDC India has signed a memorandum of understanding 
(MoU) with the Government of Uttar Pradesh to establish data 
centres in the state of Uttar Pradesh with a total estimated proposed 
investment of around Rs. 4100 crores. The decision to expand in 
Noida is driven by the continuing rapid growth in the Indian data 
centre industry supporting the massive digital transformation that the 
country is experiencing. The promise of Noida emerging as a new 
Data Centre hub is well supported by progressive policy impetus at 
both the Central and State governments.

Under the MOU, the planned investment would take place over 
multiple phases in the next 5 to 10 years in infrastructure build and 
operations, subject to demand trajectory, policy support and techno-
commercial viability. The project proposes employment (direct 
& indirect), with more than 2000 people and a host of ecosystem 
benefits.

Sumit Mukhija, CEO, STT GDC India, "We are extremely proud 
and happy that the Company has entered into this MoU with the UP 
government. STT GDC India has signed MoUs with the Govt of UP 
for its investment outlook comprising 2 data centre parks in Noida/
Gr Noida including our ongoing project in sector 143, Noida.”

SignDesk & Microsoft to drive the next 
phase of document automation

SignDesk has announced its partnership with Microsoft & G7 CR 
Technologies to augment the former’s cloud deployment capabilities 
further. This partnership will empower organizations to leverage the 
Microsoft Azure capabilities that are integrated with the SignDesk 
suite across the solution stack. It will also provide greater flexibility 
for new & existing clients and enhance the overall user experience by 
enabling smooth integration across business servers.

The Microsoft marketplace will, additionally, showcase 
SignDesk’s document automation suite. This suite includes solutions 
for digital onboarding, contract lifecycle management, and digital 
document execution. Azure users will be able to implement document 
management software with ease in the Microsoft ecosystem.

SignDesk empowers businesses with solutions to solve large-
scale workflow automation challenges & achieve their digital 
transformation goals. The company offers a roster of smart services 
to optimize ID verification, document generation, eSignatures, digital 
stamping, contract management & recurring payments. Now powered 
by Azure, these services will enable clients to transition away from 
inefficient process governance practices, streamline internal & client 
interfacing workflows, and make documentation faster, simpler & 
more cost-effective.

BD Software Distribution partners with 
Chimpa to enhance Mobile management 
and security

BD Software Distribution 
and Xnoova Srl, the owner of 
the innovative UEM+MTD 
platform Chimpa, have signed 
a partnership agreement for the 
Indian Operations.

As part of this partnership, 
BD Software will distribute 
Chimpa UEM+MTD's 
suite of products through 
its 2000+ strong channel partner network. Leveraging its reach, 
Chimpa UEM+MTD shall enable a seamless flow of products and 
services targeted at the Pan India level. To value-add to BD Software 
Distribution's product and solutions offering, Chimpa is a Unified 
Endpoint Management e Threat Defense cloud-based solution to 
manage, control and secure all the iOS, iPadOS, tvOS, Android and 
Windows based devices

"We look forward to leveraging BD Software's extensive 
knowledge, experience, and reach in the region's distribution and IT 
security markets as one important step in our overall international 
channel strategy growth," said Diego Fasano, COO of Xnoova Srl.

LTIMindtree to help Criteo to drive 
IT operational efficiency

LTIMindtree announced a multi-year engagement that enables 
Criteo to enhance its business agility, IT service quality, and scalability.

As part of the engagement, LTIMindtree provides end-to-end IT 
services to support Criteo’s global operations across all functions. This 
includes supporting Criteo’s Microsoft Azure Cloud environment, 
developing a unified data platform, and providing end-user services 
for its service desk, field, device engineering and Enterprise Service 
Management.

“Enabling Criteo with modern IT systems and capabilities remains 
a key priority in this fast-moving business environment,” said Beatrice 
Mabille, VP Internal IT, Criteo. “We look forward to our continued 
strategic partnership with LTIMindtree.”

“We are excited to be a part of Criteo’s business journey as its 
first-ever strategic IT outsourcing partner,” said Sudhir Chaturvedi, 
President and Executive Board Member, LTIMindtree. “A successful 
first year of our engagement has further validated the power of our 
industry-leading domain and digital capabilities in helping Criteo 
drive greater value, innovation, and sustainable long-term growth.”

iValue adds Hybrid Multi-cloud Services 
capabilities through ASPL Info Acquisition 

India’s premium technology solutions and services aggregator, today 
announced their acquisition of ASPL Info Services, a Bangalore-headquartered 
technology service enterprise revolutionizing businesses with best-in-class IT 
and Cyber security services for Hybrid Multi-cloud enterprise needs. ASPL 
Info drives success for global enterprises, mid-market businesses, and SMBs 
thru their network of partners across India, SAARC, MEA and South-east Asia 
geographies.

Established in the same year of iValue, in 2008, ASPL Info has worked 
extensively with 120+ Customers including leading enterprises cutting across 
sectors and geographies including India, the UAE, Nepal, Australia, Madagascar, Mauritius, and Gambia. The company addresses its customers' 
unique and evolving business needs with a strong team of 150+ Infra & Security specialists, operating the 24*7 managed SOC and NOC and 
achieve an impressive 97+% SLA adherence year on year to deliver a comprehensive fleet of Managed IT Services, customised services, and 
enterprise tools transforming monitoring and security postures. Enterprises see ASPL Info as a long-term strategic partner they trust for high-
quality results, one-of-a-kind packaged SERVICE offerings, crafted for their needs, and a consistent service experience. iValue’s Partner& 
OEM community can leverage this robust and extensive service capability to expand their offerings for their customer base.
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NetApp announces a new portfolio of 
storage programs - NetApp Advance

NetApp has announced the availability of NetApp Advance, a 
new portfolio of storage programs and guarantees to help customers 
cost-effectively future proof on-premises environments.

NetApp Advance evolves the storage lifecycle, allowing 
organizations the possibility to avoid complex, costly, and time-
consuming refresh cycles by enabling ongoing, non-disruptive 
hardware upgrades – and ensures efficient, secure and sustainable 
storage with new guarantees offered to meet the needs of organizations 
today.

With simplified storage ownership and management, NetApp 
Advance can help to eliminate complex, time-consuming, and costly 
upgrade cycles while staying current with technology innovations. 
Organizations can choose on-premises or cloud storage options to 
future-proof environments to scale securely, seamlessly, and non-
disruptively as they grow. Advance also brings sustainability and 
efficiency best practices and capabilities that continually improve 
energy efficiency and operational performance to reduce carbon 
footprint.

SUSE Introduces an Open and Flexible 
Infrastructure Platform to Future-
Proof Telecom Modernization

SUSE has announced SUSE Adaptive Telco Infrastructure 
Platform (ATIP), a telco-optimized edge computing platform 
that enables telecom companies to accelerate and future-proof 
modernization of their networks. It achieves this with an open and 
flexible infrastructure that adapts easily to future needs, is optimized 
for telco-grade performance, and simplifies operations at scale.

Unlike current solutions in today’s market, ATIP is built for the 
telco edge from the ground up. ATIP enables faster rollouts with a 
highly scalable and programable management solution for telco-grade 
infrastructure. As the largest European player in the international 
open-source infrastructure software market, SUSE has developed 
this platform in close collaboration with the leading European 
telco operators such as Deutsche Telekom, Orange, Telecom Italia, 
Telefonica, and others. “The future of the telecom infrastructure is 
fast moving and often difficult to predict,” said Keith Basil, SUSE 
Edge General Manager. “Telecom operators are looking for flexible 
solutions to modernize their existing networks, help rollout 5G 
networks quickly and adopt open frameworks, such as Open RAN 
while navigating disaggregation of their networks.”

Lenovo Launches First AMD Ryzen R3 
7320 Powered Laptop in India

Lenovo, the global technology leader, today introduced its first 
laptop with the latest AMD Ryzen processor, delivering the perfect 
balance of performance, productivity, and responsiveness. The 
mainstream IdeaPad 1 is suitable for students, teachers and working 
professionals prioritizing enhanced versatility and convenience.

Powered by AMD Ryzen 3 7320U with integrated AMD Radeon 
610M graphics, this laptop enables users to effortlessly multitask, 
attend online classes, interact with friends and stream their favorite 
shows. This is complemented by a 15-inch FHD anti-glare display 
with up to 220 nits brightness and stereo speakers by Dolby Audio, 
that allow users to enjoy an overall immersive viewing experience for 
watching videos or gaming. The IdeaPad 1 is the only laptop in the 
category to offer a 2-year in-built warranty.

The laptop’s in-built 720p HD camera comes with a physical 
privacy shutter that adds another layer of safety to the experience 
and blocks unintended onlookers. Users can also enjoy an unyielding 
battery life of up to 14 hours, which is perfect for those spending long 
periods of time online in meetings and classes.

New Veeam Data Platform delivers advanced 
data security, hybrid cloud capabilities

Veeam Software has announced the NEW Veeam Data Platform, a 
single platform delivering more advanced data security, recovery and 
hybrid cloud capabilities than ever before. The Veeam Data Platform, 
which includes Veeam Backup & Replication (VBR) v12, provides best-
in-class secure backup and fast reliable recovery that keeps business 
running. It brings together the latest features offered from Veeam 
into a single robust solution that is offered in three enterprise-grade 
editions for protecting Cloud, Virtual, Physical, SaaS and Kubernetes 
applications across complex and expanding IT environments and the 
increasing set of challenges facing every organization from outages 
to errors and ransomware. Veeam Data Platform delivers the three 
key requirements to keep a business running: data security, data 
recovery and data freedom to backup and use data from anywhere 
without platform or cloud lock-in. There are three enterprise-grade 
editions: Foundation, Advanced and Premium. All editions contain 
Veeam’s award winning VBR and Instant Recovery; Advanced and 
Premium editions also deliver advanced resiliency features including 
monitoring, analytics and recovery.

Dell Technologies and Alienware launch the 
new Alienware Aurora R15 desktop in India

Dell Technologies and Alienware launched the new Alienware 
Aurora R15 in India. Unleashing the maximum potential of passionate 
gamers, the Alienware Aurora R15 is equipped with 13th Gen Intel 
Core series processors and a 240mm AIO cooler (Up from 120mm 
in its predecessor). The device comes with the optional NVIDIA 
GeForce RTX 4090 GPU thereby supporting the highest-end 
performance and offering breathtaking visuals. The updated thermal 
strategy, redesigned motherboard, and other superior advancements 
make the Alienware Aurora R15 a powerhouse regen of the Aurora 
lineup.

Commenting on the launch, Pujan Chadha, Director for Product 
Marketing – India Consumer, Dell Technologies said, “As the 
aspiration of premium gaming devices keeps increasing, we at Dell 
are committed to constantly satisfying these challenging demands and 
offering the best gaming experience to our audience in India. The 
Alienware Aurora R15 is another testament to how our high-end 
gaming technology is helping turn these aspirations into reality. With 
the latest Intel Raptor Lake processors, support for GTX 40 series 
graphics cards and massively improved thermal strategy, this device is 
a beast with reimagined capabilities in the Aurora lineup.”

Check Point Software announces Quantum 
SD-WAN to protect branch offices

Check Point Software 
Technologies has 
introduced the Check Point 
Quantum SD-WAN, a new 
software blade in the Check 
Point Quantum Gateways. 
Check Point Quantum SD-WAN combines the highest level of 
security with optimized network and internet connectivity to 
protect branch offices from fifth generation of cyberattacks.

In a traditional network architecture, all traffic is routed through 
the data center before reaching its intended destination in the 
cloud, creating a bottleneck that can slow down performance. To 
improve performance and reduce costs, enterprises are connecting 
branches directly to the cloud using Software-defined Wide Area 
Network (SD-WAN) technology. However, most existing SD-
WAN technologies in the market are not built with security in 
mind. Connecting branch office SD-WANs directly to the internet 
bypasses traditional datacenter-based security, exposing branch 
offices to cyberattacks.
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Fortinet brings the new ASIC 
technology FortiSP5

Fortinet announced FortiSP5, the latest breakthrough in ASIC 
technology from Fortinet, propelling major leaps forward in 
securing distributed network edges. Building on over 20 years of 
ASIC investment and innovation from Fortinet, FortiSP5 delivers 
significant secure computing power advantages over traditional CPU 
and network ASICs, lower cost and power consumption, and the 

ability to enable new secure infrastructure across branch, campus, 5G, 
edge compute, operational technologies, and more.

Vishak Raman, Vice President of Sales, India, SAARC and 
Southeast Asia at Fortinet said, “With the introduction of FortiSP5, 
Fortinet once again sets new industry records for performance, cost, 
and energy efficiency. As the only cybersecurity vendor leveraging 
purpose-built ASICs, an over 20-year investment in innovation, 
Fortinet delivers the secure computing power that will support the 
next generation of secure infrastructure.”

EZVIZ rolls out battery-enabled 
cameras EB3 and CB3

EZVIZ has strengthened their security product range by 
introducing - EZVIZ EB3 & EZVIZ CB3, as part of their standalone 
smart home battery camera segment.

Built with finest innovation, the newly launched products by 
EZVIZ are designed to be environment friendly with a wide range of 
features such as - Smart human motion detection based on local, built-
in algorithm, Weatherproof Design, Smart Integration with Google 
Assistant & Amazon Alexa, Color Night Vision, Two-Way Talk, 
Active Defence with Siren and Strobe Light, Customizable Voice 
Alerts.

Each of these products are meticulously designed and are set to 
offer unparalleled security experience. EZVIZ EB3 & EZVIZ CB3 
cameras are incredibly simple to operate and offer strong performance 
for outdoor security with 2K and 1080p resolution, respectively. 
They come equipped with a 5200 mAh rechargeable battery that may 
operate steadily for up to 120 days on a single charge. Furthermore, 
a solar charging panel will be soon available that will help keep the 
camera charged for longer durations. However, this is subject to use 
and will thus allow 40 triggers per day as per motion detection. Hence, 
the cameras can practically travel anyplace close to the users’ home 
such as residential surroundings or the neighbourhood, without any 
complicated wiring or high installation costs.

MediaTek Helio G36 to empower 
entry-level Gaming Smartphones

MediaTek has unveiled the latest Helio G36 to power the upcoming 
gaming smartphones in India. With high quality Portrait bokeh and 
light AI-camera enhancements, the new Helio G36 processor is 
designed to level up the entry gaming smartphones the benefits of a 
bigger camera, sustained performance, faster displays, and global dual 
4G connectivity with intelligent connectivity technologies.

Helio G36 is part of the MediaTek Helio G series that features 
innovative technologies that boost the overall mobile gaming 
experience built on highly power-efficient TSMC 12nm production 
process along with enhanced connectivity, location services, and The 
chipset is equipped with MediaTek HyperEngine 2.0 Lite gaming 
technologies like Resource Management Engine 2.0, to ensure 
sustained performance with dynamic management of GPU, CPU, 
and memory, the Networking Engine 2.0 enables faster response and 
better connectivity to foster uninterrupted services.

Samsung unleashes Odyssey OLED G8, 
G7 and G7 Neo gaming monitors

Samsung has launched the latest range of Odyssey Gaming monitors 
for Indian consumers. The Odyssey OLED G8, Odyssey G7, and G7 
Neo are the latest addition to the Odyssey Gaming Monitor series 
with advanced features such as Neo Quantum processor, HDR true 
black 400, Smart entertainment, and AMD FreeSync Premium Pro.

The monitors are engineered and designed to offer faster refresh 
rates, better gaming, and viewing experience, enhanced audio system, 
and higher pixel density, packed in a premium slim metal design. The 
latest line-up of the Odyssey monitors are perfect for gamers because 
they come with a fast response time and a superior picture quality, 
making their gaming experience more immersive.

The new range of gaming monitors offer a next-level gaming 
experience as well as entertainment on the same screen with its Smart 
Entertainment feature. With the inbuilt entertainment hub feature, 
consumers can convert the gaming monitor into a smart TV with 
just a click.

Nutanix releases A Starter Kit 
Bundle for Its Channel Partners

Nutanix has released a starter Kit Bundle for its channel partners 
across India.

The Starter Kit Bundle offers Nutanix's Leading Hybrid Multicloud 
Platform, Integrated Virtualization, and one-click management, along 
with deployment and migration services to accelerate time-to-value, 
and education vouchers to get IT staff the skills they need to maximize 
the value of their investment.

Harsh Vaishnav, Director Channels, Alliances and Ecosystem, 
India & SAARC, said, “the starter kit can be deployed on any 
hardware within the Nutanix hardware compatibility list or on 
supported public or service provider clouds. Having an all inclusive 
kit to support our customers helps them engage in an effortless 
manner.We ensure our customers a seamless process when migrating 
to the Nutanix Cloud Platform.”

Michael Magura, Vice President, APAC Channel Sales at Nutanix, 
said, “We created this bundle following feedback from partners that 
customers are looking to mitigate risk due to changes in the vendor 
landscape. As a result, customers are looking to establish a dual vendor 
strategy for particular workloads or migrate from their current 
vendor, and the Starter Kit is designed to help build that migration 
bridge for ease and assurance of transition. Critically, we believe that 
once customers experience Nutanix, it won’t be long before they 
engage our partners to increase their deployment.”

Intel Launches New Xeon 
Workstation Processors

Intel has announced the new Intel Xeon W-3400 and Intel Xeon 
W-2400 desktop workstation processors (code-named Sapphire 
Rapids), led by the Intel Xeon w9-3495X, Intel’s most powerful 
desktop workstation processor ever designed. Built for professional 
creators, these new Xeon processors provide massive performance for 
media and entertainment, engineering and data science professionals.

Xeon W-3400 and Xeon W-2400 processors provide the high-
end computing foundation that today’s professionals require for the 
future of computing. Support for DDR5 RDIMM memory, PCIe 
Gen 5.0 and Wi-Fi 6E gives professionals the cutting-edge platform 
technologies they require for the compute workloads of the future.

What It Offers: Available with up to 56 cores in a single socket, the 
top-end Intel Xeon w9-3495X processor features a redesigned memory 
controller and larger L3 cache, delivering up to 28% single-thread1 
and up to 120% multithread performance improvements over the 
previous generation. And operational frequencies up to 4.8 gigahertz 
with Intel® Turbo Boost Max Technology 3.0 provide professional 
users with incredible compute performance in daily workloads.
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Himachal Pradesh CM launches jio 
True 5G Services in the state

The Chief Minister of Himachal Pradesh, Shri Sukhvinder Singh 
Sukhu has launched Jio True 5G services in Shimla. Apart from 
Shimla, it is also launched in Hamirpur, Nadaun and Bilaspur in the 
state of Himachal Pradesh.

The transformational benefits and the application of immersive 
technology in the fields of healthcare, education, and other key 
sectors were presented at the launch event. A peek of the generational 
advancement was exhibited through the Jio Community Clinic 
Medical Kit, and the revolutionary AR-VR device-Jio Glass.

The Honorable Chief Minister Of Himachal Pradesh, Shri 
Sukhvinder Singh said, “I congratulate Jio and the people of Himachal 
Pradesh , on the launch of Jio’s True 5G services in the state. This 
launch is an important milestone for the people of the state, who will 
benefit immensely from jio’s 5G services."

DIGISOL brings new range of 
Wi-Fi 6 Access Points  

DIGISOL announces its two most in-demand Wi-Fi 6 11ax access 
points for SMBs and large enterprises. Presenting the Digisol DG-
WM840AX Ceiling-mount and DG-WM640WI In-wall Access Point 
with controllers. The APs feature the latest in high-speed and long-
range 11ax technologies and support high-performance chipsets for 
MU-MIMO, Wave2.0, OFDMA, and Seamless Roaming to obtain 
blazing speeds of up to 1.8Gbps.

Talking about the launch Samir Kamat, Sales Head-Active 
Products Digisol said, "With the increasing number of smart devices 
and the growing demand for high-bandwidth applications, Wi-Fi 6 
access points have become essential for businesses and homes alike. 
To fulfill the growing demands of SOHO, SMBs & SMEs, we have 
launched Digisol DG-WM840AX and DG-WM640WI Wi-Fi 6 access 
points with lightning-fast speeds of up to 1.8Gbps and high-density 
access environments support, which is definitely going to enhance 
data networking experience."

These Digisol APs are equipped with DL/UL-OFDMA 
modulation that can upload or download multiple packets at the same 
time. It uses the 1024-QAM modulation, which is more efficient than 
the older 802.11ac modulation, by which the throughput of single 
spatial traffic is increased by a whopping 25%. 

Nokia extends the manufacturing of fiber 
broadband equipment at its Chennai factory

Nokia is extending the manufacturing of its PON optical line 
terminals (OLTs) at its factory in Sriperumbudur near Chennai, 
India. The decision comes in response to increasing demand from 
local customers in India, as well as international markets.

Shifts in consumer behaviour, from home working to data rich 
entertainment services, are driving demand for broadband. This 
demand is matched by strong institutional support with significant 
funding from governments and private equity funds around 
the world that are driving investments in broadband and fiber 
connectivity. Nokia is currently a participant in the Government of 
India’s Production Linked Incentive (PLI) scheme, and is extending 
its production capacity into Chennai in response to growing demand.

Demand for fiber is also shifting to new regions with the Asia-
Pacific region seeing strong demand in markets like Japan, India and 
Southeast Asia. Much of this demand will be seen in the form of 
fiber to the home (FTTH) but there is also significant demand from 
mobile network operators (MNOs) as they deploy 5G and need next 
generation fiber in their transport networks to carry the expected 
surge in data traffic. Nokia’s planned production of PON OLTs in 
India will give a boost to expand the company’s production base and 
geographic reach.

Siemens launches its first industry-
ready 5G routers in India

Siemens announced the launch of private industrial 5G user 
equipment, a critical component for the manufacturing industry in 
its digital transformation journey. The applications on industrial 5G 
offer long-term benefits to a wide range of customer segments that 
depend on a strong communication backbone such as intralogistics, 
autonomous machines, industrial edge, remote diagnostics, augmented 
reality, assisted work, wireless backhaul, edge computing and mobile 
equipment. Suprakash Chaudhuri, Head – Digital Industries, Siemens 
Limited, said, “Availability of 5G is a milestone on the path to 
Industry 4.0, in which smart factories become more flexible and 
productive thanks to end-to-end digitalization and the Internet of 
Things. While in most consumer applications the focus is mainly on 
high data rates, industrial networks tend to focus more on low latency 
and high availability. This is where private 5G networks step in as 
they can be configured to suit the requirements of the manufacturing 
industry. Private 5G networks also offer data security.”

Siemens’ industrial 5G routers Scalance MUM856-1 and 
MUM853-1 – the first industrial 5G routers from Siemens – will 
enable enhanced Mobile broadband transmission, massive machine 
type communication and ultra-reliable low latencies.

RailTel receives Rs 253 crore order from 
SBI for 4G LTE connectivity to ATMs

RailTel Corporation of India has received a work order from 
the State Bank of India (SBI) for providing 4G LTE connectivity to 
15,000 offsite ATMs spread across the country. The work order, valid 
for five years, is valued at Rs 253.35 crore (excluding taxes), providing 
last mile connectivity on 4G LTE technology in India. The project 
has been acquired through a competitive bidding process.

Apart from last mile connectivity, the awarded work includes the 
establishment of a Network Operations Centre (NOC), backhaul 
connectivity to SBI's Data Centre & Disaster Recovery Centre (DC-
DR), a live dashboard for SLA monitoring, a 24X7 helpdesk, etc.

Sanjai Kumar, Chairman and Managing Director, RailTel said, 
“The SBI order is a key milestone for RailTel to provide high speed 
and reliable last mile connectivity, which is aligned with our core 
competence and business portfolio. RailTel continues to play an 
important role in the digital transformation journey of its clients. 
We will continue to eye more such projects to enhance our revenue 
stream. We are committed to provide satisfying services to our 
clients.”

Consistent launches Dual-Band 
4G/LTE GSM wireless router

Consistent Infosystems has launched its highly versatile Wireless 
Dual Band 4G Router that works on local Ethernet-based WAN as 
well as a GSM network.

To have a redundant internet connection at home or office, you 
need a GSM-based wireless router that can keep you connected to 
the grid always. Beneficial for those who live or work in remote 
areas where local internet is limited, or for those who require 
remote connectivity or surveillance without an available local ISP. 
The Consistent Wireless Router is a simple, yet highly versatile 
dual-band wireless GSM router that works with all GSM mobile 
network providers. It features 2.4GHz + 5GHz dual-band modes 
and sports triple 5dB antennas for extensive long-range operation 
with beamforming.

The router can also be configured as an access point to extend 
your physical LAN into a wireless network, or as a range-extender 
to boost your existing wireless router’s range. The Consistent Dual-
Band 4G/LTE GSM Wireless Router Wireless Router works with 
high-speed data networking to support IPTV and 4K streaming with 
great ease. 
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A Complimentary 
Assessment Based on 
Real-World Attacks

RansomwareRx

Are you ready for 
Ransomware?
According to the Verizon DBIR report, 2021 
saw a 13% increase in ransomware. That’s 
bigger than the last 5 years combined. See how 
SafeBreach’s RansomwareRx assessment 
can help protect your organization against 
this growing threat vector.

Watch Video

Run a customized, no-cost attack scenario based on actual 
ransomware behavior—including MITRE ATT&CK TTPs of today’s 
most prolific ransomware gangs and the methods used in the 
Cisco breach—to gain unparalleled visibility into how your 
security ecosystem responds at each stage of the defense 
process.

What a RansomwareRx Assessment Includes

Training Assessment Attack Scenario Report
Receive a custom-
built report that 
includes simulation 
results and actionable 
remediation insights.

Run safe-by-design, 
real-world ransomware 
attacks across the cyber 
kill chain on a single 
device of your choice.

Review goals and ensure 
simulation connection to 
our management console 
and all configurations 
are complete.

Understand the 
methodology around 
ransomware attacks, 
persistent threats, and 
malware attacks.

Leverage the Attack to Improve
Your Defenses
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CHANNEL BUZZ

SAP announces Regional Strategic 
Services Partner initiative 

SAP APJ has announced a Regional Strategic Services Partner 
(RSSP) initiative to amplify the capabilities and reach of established 
partners in the APJ region that are on a rapid growth trajectory. 
Through this initiative, SAP will provide strategic support to eligible 
partners, which may include coordinated industry-aligned solutions, 
joint go-to-market strategy, and access to SAP regional and market 
unit industry expertise.

The RSSP initiative will enable partners to scale their SAP 
practice more quickly across the APJ region and collaborate more 
closely with SAP to deliver joint customer success. Distinct from 
the company's existing Global Strategic Services Partner (GSSP) 
program that includes a select group of SAP's most strategic global 
partners in the consulting, infrastructure, and technology space, the 

RSSP initiative aims to facilitate 
collaboration within partner 
entities residing in the region 
that demonstrate capability and 
capacity requirements specific to 
APJ.

To qualify for the RSSP 
initiative, candidate partners are 

required to meet or exceed a defined set of SAP criteria including 
geographical presence, vertical industry competencies, and alignment 
on a joint sustainability strategy.

SAP also announced ABeam Consulting, a Japan-headquartered 
integrated management consulting firm, as its first partner on board 
the RSSP initiative.

"APJ is one of the fastest-growing regions for SAP, and our partner 
ecosystem plays an integral role in customers' transformation. With 
over 24,000 registered partners globally and close to 20% in APJ, 
there is a large SAP-certified community that can benefit customers 
and the broader ecosystem," said Paul Marriott, President APJ, 
SAP. "Congratulations to ABeam Consulting on becoming our first 
partner to join the Regional Strategic Services Partner initiative. We 
look forward to amplifying ABeam's SAP expertise across the region 
and drive more innovations for customers. And I look forward to 
welcoming more regional partners to the RSSP initiative."

ISODA to conduct its annual 
summit in ABU Dhabi

Infotech Software Dealers Association-ISODA will be hosting the 
12 th edition of their flagship event the ISODA Tech Summit in ABU 
Dhabi, UAE from February 26 th to March 1 st , 2023. ISODA IS AN 
ASSOCIATION of Small & Medium entities engaged in the business 
of system integrators, solution providers, reselling software, cloud 
and IT & Cyber Security services in India and globally. Members are 
keen to expand in the Gulf Region and some of them are already well 
established with offices in the UAE.

ISODA TechSummit is one of the very popular and official event 
organized by ISODA members to expand their business portfolio, 
collaborate with each other, network and further expand into different 
regions. ISODA Tech Summit provides a huge opportunity to learn, 
network, collaborate, strategize and explore expansion opportunities 
in different regions. 

The Key takeaways from TechSummit are learning from 
distinguished speakers, peers, market leaders,industry specialists 
and key individuals helping members to re-strategize, understanding 
innovative marketing techniques. This year’s ISODA TechSummit 
theme is “ADOPT – ADAPT – ACCELERATE”. The event is also 
being supported by The Department of Tourism & Culture, Abu 
Dhabi is also extending a warm welcome and support to ISODA 
TechSummit attendees. Some of the prominent sponsors this year 
include MotaData, SOTI, Core Integra, GFI, Sophos, and so on.

 Trellix Launches Xtend Global 
Channel Partner Program

Trellix announced the launch of its Trellix Xtend Global Channel 
Partner Program. Xtend was developed to increase profitability, 
engagement, and growth for partners through widespread adoption 
of the Trellix XDR platform.

Partners in the Trellix ecosystem have a unique opportunity to 
develop and deliver value-added services on top of the only XDR 
platform of its kind. Trellix XDR takes a ‘living security’ approach 
through broad and deep integrations across native and third-party 
providers. This enables partners to sell to global customers and easily 
integrate Trellix within customers’ existing environments. It removes 
complexities, improves efficiency, and adds sophisticated detection, 
response, and remediation of cyber threats endangering operations.

With Trellix’s large, established installed base, Xtend partners can 
up-sell and cross-sell Trellix solutions - including Endpoint, Security 
Operations (SecOps), Network Detection & Response (NDR), Data 
Loss Prevention (DLP), Email Security, Managed Detection and 
Response (MDR) services, and more within existing accounts.

“Trellix Xtend is being introduced at a pivotal time for 
organisations as new threats to their data, finances, and reputations 
continue to emerge from Asia Pacific and Japan’s (APJ) evolving and 
maturing security landscape. We recognise the need to anticipate the 
demands of our growing channel ecosystem, and this approach gives 
our partners the necessary tools to increase profitability, engagement, 
and growth”, said Sam Henderson, Managing Director, Channels and 
Alliances, Asia Pacific & Japan at Trellix.

ASIRT 107th TECHDAY conducted in Mumbai
The Association of System Integrators and Retailers in Technology 

(ASIRT) conducted its marquee 107th TECHDAY on 24th January 
2023. TECHDAY is the flagship Information Exchange Monthly 
Event of ASIRT. This 107th TECHDAY took place at Hotel Novotel 
Mumbai International Airport, Andheri East, Mumbai.

The ASIRT TECHDAY #107 was flagged off by ASIRT Chairman 
Nilesh Kadakia with its National Anthem followed by an update 
by ASIRT Secretary Bharat Chheda on the upcoming Cricketing 
Event for ASIRT Members, the Shivaami ASIRT Cricket Premier 
League 4.0, to 
be held on 4th 
February, 2023. It 
is one of the most 
sought-after event 
where members 
participate and 
are cheered on by 
their families and friends.

Tushar Shah, erstwhile ASIRT Board member, asked for 
suggestions from members on innovative ideas to make TECHDAYs 
even more meaningful so that members could get maximum benefit 
monthly. A few good suggestions were discussed, and the Board 
promised to take these ideas up after deliberation and fine-tuning. 
One major appreciation that most members had for the TECHDAYs 
was about continuing with the Evolve Speaker sessions, which were 
constantly adding value to everyone’s business.

ASIRT President Sanjay Ruparel then kicked-off the presentations 
by talking about ASIRT, its Foundation and AIM and how ASIRT 
continues to represent partner community well for the last 10 years. 
Other ASIRT Board Members present there were Jayesh Sompura, 
Manish Kapasi, Kartik Kaji, Shirish Marathe & Avinash Bankeraika.
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PRODUCT OF THE MONTH 

Cadyce All Set To Uplift 
Entertainment Quotient 

 
HDMI cables are a boon for streaming from your laptop to a bigger screen. Not just connectivity, they 

exhibit enthralling display standards with UltraHD 4K ruling the roost. Due to all these reasons, HDMI has 
gained immense fandom. Complementing this popularity, Cadyce launched their most efficient assortment of 
high-speed HDMI fiber cables with Ethernet – CA-HDCAB70 and CA-HDCAB100. Both these cables are a 
synonym of sheer excellence and quality.

Cadyce acknowledges the diligence of consumers towards eye-pleasing picture quality. Therefore, these 
cables are a perfect concoction of a fabulous viewing experience. They support a maximum resolution of up to 
4K@60Hz with the added advantage of full HD and 3D. With resolution dynamics like these, encounter real-
life and non-pixelated picture quality like never before. 

Besides, Cadyce has not compromised on the durability parameters. Both CA-HDCAB70 and CA-
HDCAB100 flaunt 24K gold plated connectors to curb the signal loss. These cables adhere to HDMI 2.0, which 
supports a maximum bandwidth of 18Gbps. Further, this bandwidth helps exhibit 4K video resolutions at a 
higher frame rate complementing the experience with detailed color information contrary to previous HDMI 
versions. Besides, HDMI 2.0 is a boon for an enchanting audio experience. 

Both CA-HDCAB70 and CA-HDCAB100 have the feature of Audio Return Channel. This functionality 
sends audio data from the television to the AV receiver or speakers. It ascertains that a single cable can ably 
send audio data, and there is no need to have a separate one. Not just this, but these single cables are equipped 
with a plethora of other specifications like an Ethernet channel. With CA-HDCAB70 and CA-HDCAB100 by 
your side, discard a traditional Ethernet cable because they elevate the entertainment quotient with bounties 
like internet connection sharing, accessing home entertainment networking for HDTVs, gaming consoles, and 
so much more.  

“Over the years, HDMI cables are progressing at a tremendous pace. Unquestionably, Cadyce has kept a tab 
on this progression and similarly designed HDMI cables infused with superlative performance. These cables are 
a perfect companion to satiate current ultra-high-definition 4K products. Besides, the length of CA-HDCAB70 
and CA-HDCAB100 are the prime protagonist, which comes in 70 and 100 meters respectively,” adds one of the team members of Cadyce. 

The member further adds, “We want to offer the finest quality to our customers. Therefore, we perform comprehensive testing to ensure 
that the products fulfill our quality parameters. Amid this, only efficient and durable products pave the way in the market. Therefore, 
we assure you that all the products available on our online store and offline have undergone tedious quality checks to provide a satisfying 
experience to all our national and international customers!”
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“ORGANISATIONS MUST HAVE A COMPREHENSIVE SECURITY STRATEGY” 
Some of the top cybersecurity challenges that are likely to continue to haunt the industry in the years to come include:

Ransomware attacks: Recent attacks on AIIMS showed the havoc Ransomware attack poses. These attacks have 
increased in frequency and severity and can have devastating consequences for organisations. The ransomware 
attack has become the biggest fear for corporations, the government and all critical infrastructure. 

PROF. TRIVENI SINGH IPS, SP, CYBER CRIMES, UTTAR PRADESH POLICE

Phishing attacks: With the growing potential of AI and machine learning, social engineering attacks like phishing are becoming more sophisticated 
and difficult to identify. Threat actors are exploiting ChatGPT and other free AI tools to intensify their phishing attacks.

Cloud security: As more organizations adopt cloud services, ensuring the security of their data and systems in the cloud is becoming increasingly 
important. Increasing IoT security: Post pandemic, the increasing use of IoT devices creates a vast attack surface for hackers to exploit, the lack of 
security standards and best practices makes it challenging to ensure that these devices are secure.

The shortage of skilled cybersecurity professionals will continue to be a major concern in the years to come, despite the increase in cybersecurity 
spending. The demand for cybersecurity professionals is growing rapidly as more organizations rely on technology and digital systems to conduct 
their business, and the threat landscape becomes increasingly complex. The latest study shows, in 2023 there will be 2 million vacant jobs in the 
cybersecurity sector.

With cyber security risk increasing every day it is a must for organisations and institutions to conduct a risk assessment which can help them identify 
areas of vulnerability and potential threats to the organization, enabling the implementation of targeted security measures. Organisations must have 
a comprehensive security strategy ensuring all the areas are covered that includes physical security, network security, and data security.

Security is not one responsibility of CISO/CIO but every individual in the organisation needs to be sensitized about the latest threat and mitigation to 
secure the organisation. Employees can be a significant vulnerability, so educating them on security best practices and how to recognize and avoid 
potential threats can help reduce the risk of a security breach.

SKILL GAP IN CYBERSECURITY TO POSE A SIGNIFICANT 
CHALLENGE IN 2023 

With technological advancements and adoption of latest technologies by organizations, the rate of cyber-attacks are also increasing. Every day 
bad actors are evolving their ways of cybercrime. The number of cases of phishing, malware, ransomware, spyware, Trojans, financial fraud, denial 
of services and other attacks are increasing and attacks are becoming more sophisticated and frequent. Just like companies are leveraging the 
latest technologies for their operational and financial benefits, cyber criminals are also using technologies to instrument an attack. Cyber warriors 
- CIOs/CISOs are doing their best to safeguard organizations from these attacks by implementing technologies. But still few areas lack focus and 
that could be potential areas for cyber security threats. Moreover, another area other than technology is the shortage of skilled cybersecurity 
workforce which will be seen as a big setback. With the number of attacks  increasing everyday, there is only a sizable number of security profes-
sionals to curb these attacks.

On this backdrop, let’s take a look at the views of CIOs/CISOs on the cybersecurity challenges of 2023.

Ransomware Malware  PhishingSkill Gap

COVER STORY
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CIOs NEED TO FOCUS ON ALL ASPECT - PEOPLE, PROCESS, TECHNOLOGY AND GOVERNANCE 
CIOs and IT teams are trying their best to keep their organizations safe and cyber security continues to be a key focus 
area for CIOs. Organizations are ramping up their IT security budgets and putting up various kinds of technology 
solutions including those using AI/ML. In all this, there are few areas where I feel many organizations do not focus enough 
and that could become potential areas of cyber security threats. To just list seven such areas that are often overlooked 
and not given due focus and could pose major cybersecurity risks:

Outdated Hardware: Many organizations have postponed their hardware upgrade plans over the last few years and 

VIJAY SETHI, CHAIRMAN, MENTORKART

continue to sweat outdated assets. These old systems could pose major security risks as in many cases the firmware or operating systems may have 
many vulnerabilities that can be easily exploited by hackers.

Systems not being regularly patched :  A lot of organizations do not focus much on regular patching of systems be it for operating systems or various 
software being used  – many just apply emergency patches that too in a lot of cases only for datacentre devices. System administrators and CIOs 
cite lack of automated tools as the key reason for non-patching as regular manual patching is almost impossible. However, CIOs need to realise that 
this is a major cyber security challenge for the organization making systems in the organization susceptible to exploitation

Code Review not being done: Most organizations use a lot of custom software. However, a code review and security assessment (including 
Vulnerability assessment and Penetration testing – VA/PT) is hardly done when the code is put in production environment as most of the time focus is 
on meeting ‘go-live deadline’. Software Vulnerabilities in poorly written code can provide an attacker access to systems. Mobile Device Security: 
Today, all employees use and access organization data and applications using mobile devices and this could pose a major threat as Mobile 
Security is generally an ignored area (and it goes beyond Mobile Device management –MDM and Mobile Application management –MAM).

Internet of Things (IoT) and other OT (Operational Technology) Devices:  Lot of organizations are today using IoT based sensors and other hardware 
and software to monitor and control devices and infrastructure and to enhance productivity or improve quality, reduce downtimes etc. However, 
security of IoT and OT equipment is often a neglected area. Skill updation of Cyber Security Team: While dependence of organizations on IT is 
growing, at the same time threat actors are using more sophisticated tools to exploit vulnerabilities. This means that CISOs and Cybersecurity teams 
also need to constantly upgrade their skills and that a lot of times is not an area of focus as teams tend to rely only on inputs from ‘vendors’ rather 
than updating their knowledge also.

Poor Password Practices: While most of the organizations do have policies related to password management – complex, minimum so many 
characters, frequency to change, reuse of passwords etc – but in reality many of these are not followed or followed only in case of e-mail etc and 
not for all applications or there are instances of password sharing or common login IDs.

For comprehensive cyber security, CIOs need to work on all aspects – people, process, technology and governance.

SHORTAGE OF CYBERSECURITY PROFESSIONAL TO BE TOP CHALLENGE OF 2023
Our company being a power company, we are concerned with not just IT security but also with OT security. There is a 
shortage of trained cyber professionals, more so in the OT Security area. Hence, I would rate it as a top cybersecurity 
challenge of 2023. Also, there is an evolution of cyber crime – as – a – service, where cyber attack specialists can carry 
out specialised services on behalf of criminal minded people, organizations and even nations. Hence, in my view, there 
are more cyber attacks likely in 2023 and organizations need to recognise these impending risks and take steps such as 
adoption of a cyber resilient framework.

SANJEEV SINHA, PRESIDENT – IT & DIGITIZATION, INDIA POWER CORPORATION

Lack of cybersecurity skilled force continues to be a major concern. With the changing security environment, the skill sets required are changing too. 
For example there is an increased need to adopt threat detection tools like end point detection and response (EDR), extended detection and 
response (XDR) and managed detection and response (MDR) which uses AI-ML to detect and block threats.

It requires specialised skill sets to manage these tools. Also, due to increased shortage of trained manpower, there is an increased demand for third 
party applications to mitigate risks. Many organizations have even outsourced cyber security to security specialist organizations. I see more such 
steps being taken in 2023.

We would focus on getting the right trained cyber professional for both our IT and OT needs. We would also focus on updating security policies and 
procedures to address the changing needs in a changing environment. Also, employees would play an important role in safeguarding the 
organization. Hence, security related training is required to increase security awareness to ensure responsibility and even accountability to the 
organization. In addition, the Ministry of Power is helping power companies to ensure better risk management and governance.

CCMP (Cyber Crisis Management Plan) mandated by CERT.in is a strong step in that direction. Organizations of the industry have to ensure 
compliance to minimise risk to the sector and still ensure business growth.

THE RISKS OF CYBERSECURITY INCREASES WITH IoT DEVICES AND ADOPTION OF 5G
Security risks for businesses have risen in an exponential manner and combined with the rapid adoption of agile 
practices and remote and hybrid work. The risks have increased with the mass expansion of IoT devices and along with 
the adoption of 5G, the attack surface has already reached incredible proportions. 

The latest addition to the volatile mix is Artificial Intelligence (AI) and malware that is intelligently morphing making 
zero-day responses near impossible. Just as COVID-19 virus started to mutate and have variants the players from the dark 
side are able to harness existing malware and leverage AI to mutate them making them undetectable and 
unstoppable.

PRINCE JOSEPH, GROUP CIO, SFO TECHNOLOGIES

Cloud attacks and Ransomware along with phishing remains the top categories of cyber intrusions in an enterprise.

The lack of a skilled cybersecurity workforce has been an ongoing concern for many years and it does not seem to be any different based on 
projections for the coming year as well. The cyber security talent gap is widening and it is cause for real worry for enterprises especially the ones who 
manage their own security in house. Without sourcing certain activities for e.g., security operations with external trusted competent partners we can 
mitigate this to an extent.  The cyber security professionals’ market is following its own trajectory and the value of the skill sets are rising and it is 
understandable from the risk and complexity of the new age threats that are coming their way.

Certifications and experience still seem to differentiate the men from the boys. The entry level analysts lack experience but amass certifications 
however competent security professionals need to have knowledge beyond pure security technologies. 

Internally, organizations do not usually have a training program covering this space well and this is a gap that HR and CIO’s/CISO’s need to work and 
develop better. 

Lastly in this space, the knowledge of compliance and standards cannot be ignored and constant scans, security testing audits require that 
capability is also built into space which too is a hard skin set to obtain easily in the market.
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TRAINED CYBER PROFESSIONALS – A MAJOR CHALLENGE 
The top cybersecurity challenges are:

• Ransomware and spear phishing attacks on corporates
• Cloud attacks due to miss configurations or poor credential management
• IoT attacks and default credential setting in remote site devices
• Zero-day attacks due to non-patching of critical and end user devices
• Shortage of trained cyber professionals

SANDEEP JAMDAGNI, HEAD IT & IS, ASHIANA HOUSING

Cybersecurity skilled workforce is the major challenge and will continue to be on the top in 2023 also. There is always a race between attacker and 
protector. Small organizations hesitate to hire skilled and dedicated cybersecurity professionals due budget issues. This leads to less enthusiasm in 
attracting new professionals to choose cybersecurity and put their efforts into acquiring skills.

Human beings are the weakest link in the chain of cybersecurity. A trained and cybersecurity aware manpower prevents most of the cyberattacks. 
Regular employee and IT team awareness programs/training are conducted for cybersecurity threats and challenges.

Regular patching of critical and end user devices. A complete visibility of assets with classification is done to protect the corporate services. A 
continuous program with Plan -Do-Check-Act is formed to continuously review and update the cyber security posture of the organization.

MALWARE AND RANSOMWARE ATTACKS TO BECOME MORE SOPHISTICATED 
The top cybersecurity challenges for 2023 would include the following:

1. Greater Privacy and Regulatory Pressures: I expect to see many more privacy laws enacted in 2023, increasing the 
complexity of compliance. 

2. Supply Chain Vulnerabilities: In an increasingly interconnected B2B world, I expect to see more supply chain attacks, 

such as the Okta hack by LAPSUS$ and Kaseya by REvil. The only way to deal with them would be to treat everything as 
hostile, thereby increasing the complexity of defensive architectures.

SANJEEV SINGH, CISO AND DATA PROTECTION OFFICER, BIRLASOFT

3. Talent Shortages: This is expected to continue, especially for more skilled technical roles requiring a problem-solving mindset.

4. Malware/ Ransomware: This will continue to evolve, and defenders will have a tougher time catching up.

5. Budget Pressures: With a subdued economic outlook in 2023, security leaders will have to find more cost-effective ways to secure their businesses 

and maximize their existing security investment’s value.

Security leaders not only have to enable business growth, balancing it with increased protection levels, but also try to improve user experience and 
achieve all of this within the constraints of potential economic slowdown. The best way to achieve this is by focusing on improving RoI from existing 
security investments. Most of the time, the security tools deployed are much more capable than the value derived from them.

We should also look at simplifying security architectures to reduce the indirect cost of managing disparate solutions and achieve improved outcomes. 
Security leaders will have to focus their investments on surviving attacks rather than only towards preventing them because prevention will eventually 
fail. This will require engineering prevention and detection throughout the attack kill chain and plan resiliency of critical assets. Lastly, modern 
technology allows dynamic risk measurement for users and devices and security should become more risk aware to flexibly enforce restrictive policies 
based on the risk level of users and devices. This will allow much better user experience for low-risk users, which are the majority typically.

“USE OF AI & ML WILL CONTINUE TO INCREASE FOR ATTACKING PURPOSES”
Cybersecurity challenges that are going to haunt industry in 2023:

• Inefficient Technology Risk management will continue to inject poison silently into the veins of enterprise technology 
stack. The toxic outcome will be a very vulnerable digital ecosystem. A critical pain area of enterprise IT & Security that 
has direct impact on business

• IAM & Access Governance will continue as major challenge

DR. LOPA MUDRAA BASUU, EXECUTIVE VP - CYBERSECURITY & TECHNOLOGY RISK, SYSINNOVA

• Ransomware & malware will continue as major threats 

• Use of AI & ML will continue to increase for attacking purposes

• Increased use of Automation to craft sophisticate attacks

• Reduced visibility due increasing complexity of digital ecosystem will trigger Supply Chain Risk in manifolds

• Cyber skill gap is the biggest challenge at every level of security function

• Striking balance between business demand and increasing compliance & regulatory requirements

• Protecting OT and IoTs from weaponization

• Sustainable Cyber Resiliency is a major challenge

Cybersecurity skilled force is a global issue, one of the industry study reports indicating that by 2025 there will be 3.5 million unfilled cybersecurity 
positions globally. It is indeed itself imposing a huge risk on industry. I would see it as a great positive risk for Indian youth. They should grab this 
opportunity, explore and opt for the different career options available across the cyber domain.  

“CYBER SECURITY PROTECTION LEVEL MUST BE INCREASED ONLY BY PROACTIVE SOLUTIONS LIKE MANAGED 
DETECTIONS AND INSTANT RESPONSE” 
As we have witnessed in 2022, there are major threats that are AI-based Ransomware attacks and methodologies, 
sophisticated crafted phishing attacks and state sponsored attacks between countries.

Talent acquisition would be a major challenge. But we have strategies to hunt for smart freshers who have a lot of 
thoughts and fresh minds that can be a part of a cybersecurity team along with experienced team leaders.

DR. HARSHA THENNARASU, CHIEF IT & CYBER SECURITY ADVISOR, HKIT SECURITY SOLUTIONS

Cyber security protection level must be increased only by proactive solutions like Managed Detections and instant response. It would also be strongly 
recommended to the leadership to increase the budget for cybersecurity exclusively to adopt latest technologies and hunt various talents from 
hackers and e-hackers point of view.  At least two bug bounties (internal and external) will be proposed to showcase how strong the organizational 
security is.

COVER STORY
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“SECURITY AS A SERVICE” MAY SOLVE THE CHALLENGE OF SKILLED WORKFORCE IN CYBERSECURITY
IThe top cybersecurity challenges that are going to haunt the industry is the changing and constantly evolving 
cybersecurity threat landscape beyond common categories of cyber threats (like malware, social engineering,
man in the middle attacks, denial of service, and injection attacks) with evolving technologies like AI, Robotics, 
DroneTech & IoT, Blockchain, 5G, hybrid infrastructure and workplace getting larger and bigger. Even the recently 
launched, most talked, conversational AI model – ChatGPT, though getting adapted virally, is also raising big
security concerns.

ARVIND SINGH, CTO, EVP-IT, PURAVANKARA

With premium institutes like AIIMS getting targeted in India, many organisations across globe getting ransomware attack leading to cyber extortion 
where the organizations are made to sit across the table and negotiate the deal to come out of the situation is making the future more uncertain. 

Skilled force in cybersecurity will continue to be a challenge, looking into the scarce resources and quality compromises, beyond standard tools & 
technology, “security as a service” might shape up providing necessary proactive round the clock end to end monitoring. The technology and 
security partners will also need to put their skin into the game in order to make it a real shared responsibility as any association and partnership 
moving forward might be result oriented due to the increasing investments and rising cybersecurity uncertainty with ever evolving digital technology 
and business models.

MISCONFIGURATIONS OF CLOUD SERVICES SECURITY SETTINGS: A KEY SECURITY CHALLENGE
Securing and governing Multi-Cloud Environments: Misconfigurations of cloud services security settings continues to be 
the biggest security challenge and this compounds with the use of multi cloud environments each with a different array 
of vendor-provided security controls.

It is really challenging to know all these security controls and not all organizations have adequate cloud security posture 
management strategies and also lack qualified staff who are familiar with the CSP specific security controls for 
configuring and securing their cloud deployments and hence it is easy for a misconfiguration or security oversight to 
happen.

SEEMA SHARMA, GLOBAL CISO, SERVIFY

Insecure Interfaces/APIs: CSPs often provide a number of application programming interfaces (APIs) and interfaces for their customers. In general, 
these interfaces are well-documented in an attempt to make them easily-usable for a CSP’s customers.

The documentation designed for the customer can also be used by a cybercriminal to identify and exploit potential methods for accessing and 
exfiltrating sensitive data from an organization’s cloud environment.

Ransomware Protection: Ransomware attacks are increasing in both volume and sophistication. Deploying an anti-malware solution is not enough. 
Following a Defense-In-Depth approach in implementing security controls, including raising cybersecurity awareness on social engineering, which 
accounts for 98% of cyber-attacks is essential to reduce cyber risk associated with ransomware attacks.

Data Loss/Leakage: Due to external and insider threats and the root cause ranges from some user or program accidently deleting or overwriting 
sensitive date, making block storages like s3 buckets publicly available, a malware /ransomware encrypting sensitive data to the improper sharing 
of sensitive data on SaaS based cloud storage solutions which allows link based sharing.

The shared link can be forwarded to someone else, stolen as part of a cyberattack, or guessed by a cybercriminal, providing unauthorized access 
to the shared resource.

Data Sovereignty/Residence/localization Challenges: Most cloud providers have a number of geographically distributed data centres. 
Organizations storing their data in the cloud often have no idea where their data is actually stored within a CSP’s array of data centres. This creates 
major concerns around data sovereignty, residence, localization control requirements.

PROTECTING REMOTE AND HYBRID WORK ENVIRONMENTS TO BE THE TOP CHALLENGE IN CYBERSECURITY
The top cybersecurity challenge is how and where more the external penetration tests happened and exploitable 
misconfiguration. Also, safeguarding remote and hybrid work environments will continue to be the biggest challenge in 
cybersecurity.

Companies are facing a huge cybersecurity talent shortage. It is due to rapidly changing advancements in technology 
and threat landscape but for this we have to build skills primarily in-house instead of by hiring experts.

VIVEK DHARIA, CIO, KNP SECURITIES

There are some measures like updating and upgrading current softwares, antiviruses and hardwares, encrypt data and create backups, conduct 
regular employee training, make rules to control account access, try to execute signed software policies, and make disaster recovery plans ready.

LACK OF SKILLED WORKFORCE POSE A MAJOR CHALLENGE
Industry would need to deal with few cybersecurity challenges notably, how to ensure that organizations and their 
employees do not fall prey to social engineering attacks that work on phishing/vishing methods, how to protect the 
edge locations of an organization that may be not properly secured, how the sensitive data leakage can be prevented 
by mitigating ransomware/other methods of attacks which are very rampant nowadays.

Resources are scarce in the field of cybersecurity in the present time while the frequency and severity of cybersecurity 
threats are multiplying manifold each day.

Lack of skilled force to handle such threats is a major concern for all the organizations. Proper training including 
certifications, cross-skilling of existing resources etc. are the needs of the day to manage this shortfall of skilled resources.

BIPRADAS BANDYOPADHYAY, CIO, ZUARI INFRAWORLD INDIA

Security Efforts have to be in-sync with business processes, else it becomes obstructive in nature and reduces productivity of the organization. Hence, 
Security strategy of an organization needs to be closely related to its business strategy to ensure business growth.

However, standard security measures such as MFA (Multi-factor Authentication), Zero-trust architecture, relevant physical access controls, defence in 
depth (layered defence mechanism) etc. are easily implementable in the organization without impacting business growth.
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CDS 2023 raises the bar for deliberations 
on ChatGPT and cyber resilience

The 7th edition of cyber and data security summit 2023 was held recently that saw participation 
from cybersecurity leaders and subject matter experts from the judiciary, industry, and the 
corporate world and also senior police officers. The leaders came together to address the 
cybersecurity trends and threats, while also deliberating on how the coming year is going to 
be and how the leaders have to prioritise things for their respective organizations.

Dr. Deepak Kumar Sahu, Editor-in-chief- VARINDIA presented his welcome speech 
by touching upon some important developments taking place in the country’s economy. 
Welcoming everyone, he said, “The march of digitalization continues even amidst 
disruption, and technology providers have a leading role to play. First of all we must 
complement all the technologists and technology evangelists for starting their initiatives 
towards ‘Make in India’, which has become the cornerstone of the country’s ‘Atmanirbhar 
Bharat’ ambition. The PLI Scheme is a powerful engine to enable that and so the success 
of the PLI scheme in IT and Telecom cannot be overestimated.”

The event kick-started with the 
welcoming of the distinguished 
dignitaries and esteemed guests. Dr. 
Deepak Kumar Sahu, Editor-in-
Chief, VARINDIA welcomed Dr. 
Gulshan Rai, Former Cyber Security 
Coordinator, Government of India; Dr. 
Pavan Duggal, Cyber Law Expert and 
Mr. Dinesh O Bareja - COO - Open 
Security Alliance with floral bouquets.

The event then proceeded with the 
lamp lighting ceremony in the presence 
of the august guests - Dr. Pavan Duggal, 
Cyber Law Expert; Mr. Dinesh O 
Bareja, COO - Open Security Alliance; 
Dr. Gulshan Rai, Former Cyber 
Security Coordinator, Government Of 
India; Mr. Parikshit Gangaher - Systems 
Engineering Manager – Fortinet; Dr. 
Harold D’costa, President –Cyber 
Security Corporation; Major General 
(Dr.) Pawan Anand, AVMS (Rtd.); 
Mr. Sanjay Kaushik, MD - Netrika 
Consulting; Dr. Deepak Kumar Sahu, 
Editor-in-Chief, VARINDIA and Ms. S 
Mohini Ratna, Editor-VARINDIA.

INDUSTRY EVENTS- CDS 2023
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The Annual Summit

The welcome address was followed by insightful presentations, 
panel discussion sessions, and a Fire-side chat session, where experts 
delved upon the cooperative approach enterprises need to adopt, 
and what the future of cybersecurity is like. CDS 2023 witnessed 
the inaugural address from Dr. Pavan Duggal, Cyber Law Expert. 
Industry expert Mr. Dinesh O Bareja - COO - Open Security Alliance 
spoke on the theme on how to Secure Digital India. The key-note 
address was delivered by Dr. Gulshan Rai, Former Cyber Security 
Coordinator, PMO Office, Government of India.

The guests also had the privilege to listen to industry experts 
like Ms. Khushbu Jain, Managing Partner- Ark Legal; Mr. Parikshit 
Gangaher, Systems Engineering Manager – Fortinet; Mr. Mohit Puri, 
Country Manager India/SAARC – Sonicwall; Mr. Dinesh Kumar, 

Product Manager – Technobind; Mr. Krunal Patel, M.D. (India)- 
Safebreach; Major General (Dr) Dilawar Singh, Chief Advisor-Indian 
Centre for Inter Disciplinary Studies in Science & Technology & 
Advisor – DRDO; and Mr. Ravish Shridhar, Regional Sales Manager 
– Varonis.

In the evening session Lt. Gen Rajesh Pant, PVSM, AVSM, VSM 
(Retd.), National Cybersecurity Coordinator, Prime Minister’s 
Office. Govt. of India offered the Keynote address and Mr. Rajaendra 
Kumar Pillai, Founder, President- AIIPL Tech addressed the delegates 
with his thoughts on the current state of cybersecurity in the country, 
while As part of the corporate presentations, Mr. Navin Mehra, 
Regional Leader (Cyber Security) - Cisco India & SAARC shared his 
company’s vision and roadmap.

7th Cyber & Data 
Security Summit 2023
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Geo-politics has a direct impact on cyber space
“The scenario of the technology is like an egg, when an egg hatches, cracks appear 

on it while breaking up into two halves. When we see weaponization of technology taking place 
globally, and the weaponization of inter-dependence, which some countries have resorted to, 
then that is where this world is splitting up into two. And this geo-politics has a direct impact on 
cyber space. This is something which we understand when we say that cyberspace is borderless 
and inter-connected, but the direction in which things are moving, this could be what we can 
call as splinternet. Another name given to this is the Balkanization of the internet. Russia has 
already practiced that.  If the pipe of the internet is cut, then how the ‘.ru’ domain continues, 
with other countries also practicing that. India has also got a plan for it but this is something we 
have to bear in mind that unfortunately, that is where geo-politics is driving us. Another aspect in 
the international scene is that international laws and regulations are not supporting cybersecurity. 
Firstly, there is no international law, but a Mutual Legal Assistance Treaty (MLAT) is taking a very 
long time to come out with a ruling. In the United Nations, there are a group of governmental experts 
UNGGE which are tasked to create norms for responsible behaviour by states in cyberspace. This was created in 2002 
and you will be surprised to know that it took them 20 years to come up with 11 non-binding norms which states should follow. 
So there are many issues when it comes to an international forum like this. There was a very good document a few years back called 
the Tallinn Manual (Tallinn 2.0 is also out now) which gave out very good definitions of some of the terms used in cyberspace but 
no one is talking about it now.”  

Lt. Gen Rajesh Pant, PVSM, AVSM, VSM (Retd.), 
National Cybersecurity Coordinator, Prime Minister’s Office. Govt. of India

Cyber criminals leveraging ChatGPT for innovative 
cyber-attacks

“There is no denying the fact that India, since the last seven years has actually seen phenomenally 
leapfrogging into becoming a digital nation. The Digital India program has been the significant 
transformative program in the history of independent India. And, now thanks to COVID that 
every Indian is using data in electronic form. We have some distinctions – we became the most 
populous nation of the world with 1.4 billion people and we have challenges because we are the 
biggest market. Therefore, the enclosure of globalization is on us. The Digital India program in 
that way has in retrospect really prepared India to come to this catapulting position where we 
can read the world globally as far as the entire issue of the digital ecosystem is concerned. India is 
known globally because of our strong focus on electronic governance. The kind of governance we 
have today where the governance actually knocks on your doorsteps, gives you an example of where 
and how the electronic ecosystem is currently going. 

ChatGPT is a language program and does not have the ability to predict the future. Based on what India 
has done so far it can recommend a few things. So clearly if an Artificial Intelligence program can actually suggest to a country what 
it needs to be done then I think the time has come we really need to do far beyond what we are talking about. Criminals have started 
using ChatGPT for coming up with new innovative mechanisms, frauding people and they have developed a new malware strain 
on the darknet. Specifically in the context of ChatGPT, somewhere down the line as I need to protect Digital India I am concerned 
about protecting the security, sovereignty and integrity of India." 

Dr. Pavan Duggal, Advocate, Supreme Court of India, Chairman, International Commission 
for Cyber Law, Cybercrime and Cybersecurity and President, Cyberlaws.Net

“We have moved from Digital Transformation to 
transformation in the digital technology”

“Since the time we wake up in the morning till sleeping at night, all of us keep surfing the 
internet. Everybody is talking about ChatGPT. We are all implementing, accessing, and using the 
ChatGPT version 2. How many of us know the size of the data file of ChatGPT version 2? It is 
50 terabyte kind of a thing. So can you imagine what the size of ChatGPT 3 is going to be? It will 
be a 300 terabyte file. If you look at ChatGPT, according to yesterday’s news, Google lost $100 
billion in a market because their ChatGPT equivalent BARD gave an error. Data was the issue. 
Are we talking about Digital Transformation? So we have moved from Digital Transformation to 
transformation in digital technology, in my view. Now in this digital transformation the issues are 
altogether different. The volume of data that will come up is mind boggling. We need humans only 
to plan but we need machines to solve. When you talk about ChatGPT or BARD, you are not dealing 
with one technology but dealing with convergence of technologies. They have built AI engines, Big Data, 
data analytic tools, they are securing the data also because of the large size of the data file, and communication is 
also there as millions of users are accessing these. So issues are going to be very complex.”

Dr. Gulshan Rai 
Former Cyber Security Coordinator, PMO Office, Government of India

INDUSTRY EVENTS- CDS 2023
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Organizations must emphasize on cyber awareness
“The three paradigms in cybersecurity are People, Process and Technology. The first 

problem is people. One fine day the government said that there is a scarcity of people which has 
climbed up to 5-10 lakhs today and it is growing. The problem which I have is what are we doing 
about it? For me the benchmark of Indian cybersecurity is the IT Act of 2000. Today, we are in 
2023 and we are still talking about that. We are doing things but for how long? Cybersecurity is 
like a game and we need to be prepared for it.  

Cyber awareness is one area which is the smallest number on your budget. It is one area 
which is given to your HR and Training department for which every training is a cost but it 
is the first thing to be axed. And it is the most important thing for the user to know how and 
why things go wrong and also what he should do when things go wrong. Then we talk about 
capacity – where will the people come from? The young generation is our hope. But what have we 
done to nurture our hopes and make them strong? We need a real league of young men and women. We 
need to nurture them and bring them up. We need the government to provide money to institutions to buy 
software and hardware. Next problem is Process. We have very impressive statistics as far as FIRs and reports of cyber-attacks are 
concerned. But as we all know, what we see is 20% of what actually happens. I do not understand why we are late as far as regulation 
is concerned.”  

Dinesh O Bareja, 
COO, Open Security Alliance

Government is doing a lot of things to address the 
issue of cybersecurity

 “The government has done a lot of things to address the issue of cybersecurity. This includes the 
creation of the cybercrime Prevention against Women & Children (CCPWC) scheme, Forensic 
cum training laboratories, and hiring & training of junior cyber consultants. Cyber forensic 
cum training labs have been commissioned in 28 states. The government has also taken steps 
for spreading awareness about cyber-crimes by issuing alerts & advisories, capacity building, 
training of law enforcement personnel, prosecutors & judicial officers, and improving cyber 
forensic facilities. They have launched the National Cyber Crime Reporting Portal, created by 
CERT-In, published security tips, and issued guidelines for CISOs. All the government websites 
and applications are audited with respect to cybersecurity. CERT-In has empanelled 97 auditing 
organizations to support and audit the implementation of the information security best practices. 
The whole idea is to convey that a large amount of work has already been done by the government. 
But the one crucial thing which is very important is Intelligence. Unless and until you have the correct and 
complete intelligence of the people who are going to carry out these cyber-attacks, you are never going to complete your task. 
There is an urgent need to create both human and digital capacity for Intelligence creation which gives you the inputs well on time. 
For that one needs to have a cyber-strategy with a clearly laid out cyber policy and plan. Equally essential is the implementation of 
those strategies and close monitoring. I have seen organizations having a clear strategy or policy but somewhere the implementation 
waivers because they carry out the audit once in a year. The kind of era that we are living in today, the threat landscape is constantly 
changing. There are threats that have been designed to take place after two years or after six months. These threats have been designed to 
be put behind layers so that one cannot reach the original fellows behind the action.” 

Major General (Dr) Dilawar Singh, 
Chief Advisor-Indian Centre for Interdisciplinary Studies in Science & Technology and Advisor – DRDO

We need an ecosystem for building the future 
emerging leaders in cybersecurity 

“In the world of technology today, what is very important is cyber expertise, to have a cyber-
force and to have cyber doctors. What India along with the rest of the world will require in the 
coming years is a cyber-army. When the Covid attacked us three years back, because of lack of 
intelligence we had only the mask to shield us against this virus. But as we became intelligent on 
this subject, we came out with the vaccine to eventually overcome the virus. There is no difference 
between the covid that brought the world to a standstill and the present cyber war.  We need an 
ecosystem for building the future emerging leaders in cybersecurity. Every organization will need 
many engineers, cyber professionals to build up their capacity to address the issue of cybersecurity. 
Unfortunately in India, there is no structured system of cyber education yet; the reason being if you 
are a civil engineer, you are being taught by a civil engineer, if you are a mechanical engineer, you are 
being taught by a mechanical engineer and so on. The education system has today gone a little haywire 
because of the MKS – Mouse, keyboard, screen (phrase coined by me). How can the cyber army be prepared 
through this MKS? It is like making someone a doctor without even touching or looking at a patient. It is the need of the hour to 
look at the curriculum and the education system, because the cyber world and the cyber threats are so rapidly changing. Today the 
world superpower is decided on the GDP or the money power of a country. But in future, the world superpower will be recognized 
in terms of which nation has the defence mechanism or weapons in the cyber domain.” 

Rajendra Kumar Pillai 
Founder, President- AIIPL Tech
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Every new process, technology, or change that is 
made should be secured 

“I am very passionate about bringing innovation to India. This is my third assignment in the 
past 10 years that I am working with a very innovative company, which is in the cybersecurity 
space, and helps enterprises to be ahead of their adversaries. It is very important for us to know 
our enemy and one of the ways to know our enemy is to become our enemy. We have always 
thought to be connected with what the adversary will be thinking. That is where Safebreach 
can be a very helpful platform for you. The company was founded in 2014 out of Israel, by Guy 
Bejerano and Itzik Kotler. They set out on a journey to find answers to a very first principle 
question “How risk free we are”. With this principle thinking they set on a journey to create a 
product where we would leverage a hackers’ mindset or a hackers’ tool to basically reinforce our 
cyber defence.”

Enterprises across the board, whether it is India or anywhere in the world where industry leaders have 
common challenges when it comes to cybersecurity. The first and the number one enemy, which you find on 
a day to day basis, is not hacker, it is actually its complexity. The complexity that is getting added because the attack surface is 
increasing and digital transformation is at its peak. Every new process, technology, or change that you make, requires being secure 
and gaining visibility across the board or the entire security posture becomes the number one challenge.”

Krunal Patel 
M.D.(India), Safebreach

Data moving across in the form of IoT and mobility 
“We have been seeing threats, breaches, which are increasing in terms of frequency, 

sophistication and severity driven by high profit ransom payments. Threat perspective which 
has changed year on year, starting from Trozan in the 80s-90s, then sophisticated spear fishing, 
and now current DDoS and supply chains has been affected and it is limitless. To prepare for 
the unknown, we are implementing new strategies that are cyber resilient. Data is the currency 
of business now, data is important for a business to run. Data is moving across in the form of 
IoT and mobility, accessing data across wherever you are. Without data your business will be 
affected. If you are affected by any attacks and you are not able to access your data, then your 
business is affected and can shut down your operations, hefty regulatory fees and brings out 
losses of reputation as well. Cyber resilience empowers your business to maintain your operations 
and phase of evolving unending cyberattacks. I would like to bring forward our threat intelligence 
platform that is BrightCloud. It works on your data workloads from your endpoints perspective, servers 
and hyper hybrid workload prospective as well, which works on a bucket plugged into DNS production and 
security awareness findings are also provided with that. This is an open text security platform solution. BrightCloud 2023 Threat 
Report is coming soon in which few observations are mentioned that we have done in the past 12 months.”  

Dinesh Kumar A  
Product Manager, Technobind

The new Data Protection Bill is based on the nine 
principles of privacy

“20 years ago none of us spoke about data privacy. We as Indian citizens have never thought 
about data privacy. More so we wanted to be available on the internet that people should search 
and things should be available on the internet. But with time the way data has become important 
and how the usage of data became instrumental in every aspect be it for good or bad purpose is 
where countries across globe including India realise that there has to be a framework. Right to 
privacy was never considered a right in the Indian constitution. In the world where we need data 
and companies cannot work without data, then we realised that there has to be a framework and 
it has to be for both – for a person like data principle at the same time a framework that talks about 
for the data fiduciary for the companies who collect the data. What exactly are the nuances, what are 
the regulation they have to confined with when you talk about collection of data. With the judgement 
that came by Justice B N Srikrishna Committee, from there came the aspect of the framework and we saw 
the 2019 Data Protection Bill which is yet to see the light. With that Bill till 2022 we saw numerous amendments a n d 
suggestions that the Bill has gone through so much so that more than 100 amendments were made. It was more ideal that the Bill 
will be recalled and a new fresh Bill incorporating all the suggestions and amendments come in place. That is why in 2022 we saw 
that the new Digital Data Protection Bill was introduced which is yet to be passed and open for consultation. That Bill is based on 
the nine principles of privacy which are recognised globally.”

Khushboo Jain 
Managing Partner, Arc Legal

INDUSTRY EVENTS- CDS 2023
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Creating a growth ecosystem while staying cyber 
resilient is becoming the key factor 

“The fast pace of digitization has resulted in greater dependency on IT by businesses and this 
has necessitated the adoption of cybersecurity practices so that these businesses stay resilient. 
Resilience in the new world has taken up a new shape. Today organizations have become eco-
systems – they have suppliers and consumers who are well connected. Their entire business is 
on applications. And these applications are well connected to various other applications from 
various other owners. Today there are a lot of disruptions in terms of macro challenges at the 
organizational level. Organizations have to go through a lot of compulsive adoptive changes, 
whether it be pricing control, retaining of talent, education of workforce, products and consumer 
needs in an ecosystem which is very alliance based and so on. In this perspective, to create a growth 
ecosystem while staying more resilient is becoming the key factor. India’s fast pace of digitization has 
stunned the world – with its billion people now online, its tech economy is going to reach $1 trillion by 
2030. The manufacturing sector is also adopting technology in a big way, while the healthcare sector is another 
big accelerator in which the government is taking a lot of initiatives. On this backdrop, cyber resilience has become a key factor 
today for organizations. In the last two years 80% of Indian organizations have experienced a cybersecurity event. CERT-In 
responded to this by coming out with a very strong guideline and making reporting of cyber incidents within six hours mandatory. 
Well, this will go a long way in building the cyber resilience of an organization.”

Navin Mehra 
Regional Leader (Cyber Security) - Cisco India & SAARC

Sonicwall’s contribution in reducing Dwell Time is 
intriguing 

“There had been a lot of challenges during the pandemic; there was proliferation of devices, 
pervasive clouds, sensors everywhere and the threat landscape expanded. There were a lot of 
startups which came up and which did not have appropriate cybersecurity in place. Obviously, 
those organizations were easy targets for the hackers and the dark web. They were all struggling 
and we had a big problem in our supply chain. People were working in remote offices. All the 
problems were there but the best part is we defended it well and we are getting stronger and 
stronger day by day to face the challenges.

Whenever there is an attack and people are silently getting inside the network till the time 
those hackers are actually detected and are revealed, that is called the dwell time. The dwell time 
is the moment from time you silently entered and made a hack till you are actually discovered by the 
cybersecurity sensor that this guy is now in the system. There was a time in 2011 that the dwell time was 
416 days, which was more than a year and now of course, the latest in 2021 has come down to only 21 days, which means that 
cybersecurity has improved over the last one decade. SonicWALL has contributed a lot in it, which has actually reduced the dwell 
time from 411 days to 21 days, which is as of last to last year.”          

Mohit Puri 
Country Manager India & SAARC- Sonicwall

Data is the attack surface that any CISO, CIO, CTO 
would want to protect 

“We talk about Breach prevention, endpoint security, or breach & simulation attacks. But 
ultimately when you look at your organization today, data democracy is something which you 
cannot avoid. Any user or employee in your organization needs to have unabated access to any 
amount of data that they need to have the right amount of business productivity. But with this the 
challenge that this throws back at cybersecurity professionals like us is while data democratization 
is needed, it should also have the right channels of protection and governance principles around 
it that how you can secure the entire context. Data is so important today because of its capability 
to get monetized for all business benefits. We have these B2B and B2C interactions where we see 
the R&D or the Innovation departments leveraging data. Data is today getting monetized in ways we 
could not have imagined earlier. But with this data monetization comes the risk of managing this data 
most effectively. Organizations a few years back started having on-prem file servers (like Windows, Unix), 
following which SAN, NAS came into the picture to store data. And then we learnt to evolve into the Cloud. If we 
look into the whole context of what we are trying to protect in the organization, it is actually the data. Data is the attack surface that 
any CISO, CIO or CTO would want to protect. All the security controls that we talk about – endpoint, WAF, SIEM, soft controls 
are ultimately there to protect the data. The most effective way of protecting your data is to have the protection measures at a greater 
scale rather than the ability of creating the data.” 

Ravish Shridhar  
Regional Sales Manager – Varonis
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Fortinet Security Fabric provides broad visibility of 
network edges 

“We have been seeing threats, breaches, which are increasing in terms of frequency, 
sophistication and severity driven by high profit ransom payments. Threat perspective which 
has changed year on year, starting from Trozan in the 80s-90s, then sophisticated spear fishing, 
and now to current DDoS and supply chains has been affected and it is limitless. To prepare 
for the unknown, we are implementing new strategies that lience empowers your business to 
maintain your operations and phase of evolving unending cyber attacks. I would like to bring 
forward our threat intelligence platform that is BrightCloud. It works on your data workloads 
from your endpoints perspective, servers and hyper hybrid workload prospective as well, which 
works on a bucket plugged into DNS production and security awareness findings are also provided 
with that. This is an open text security platform solution. BrightCloud 2023 Threat Report has been 
coming soon in which few observations are mentioned that we have done in the past 12 months.”       

Parikshit Gangaher  
Systems Engineering Manager, Fortinet

SOLUTION DISPLAY KIOSKS

“Organizations put a lot of effort into putting up all kinds 
of firewalls, equipment, VLPs etc., they happily invest huge 
amounts of money on the capex but lack awareness. When you 
try to make them aware, they just pick up the box, and that is 
where the frauds and the data breaches happen. Generally there 
are two reasons, one is fear and another is greed. Due to these 
two things data breach or fraud is happening majorly. Awareness 
is an important thing which needs to be created, although the 
government, RBI, in fact we as a company launched a program 
with one of the FM channels just before the COVID to not to 
give the OTP or to use the public WiFi. These are very normal 
and simple things, especially sitting in this room where everyone 
is so seasoned in cybersecurity, but still people fall prey to this. 
During the COVID, things have changed, where computers were 
shipped back to employees’ homes and he/she was working in his 
home network. 

Greed and fear are the reasons for data breaches and frauds

FIRE SIDE 
CHAT 
SESSION
With
Sanjay Kaushik 
MD,  
Netrika Consulting

Piracy is a myth, if you have a digital footprint, everything is 
compromised. There are only two types of companies or people 
in this world. One, who knows he is hacked and second, who does 
not know he has been hacked, as everyone is hacked. As we are 
innovating to safeguard the corporate data, the national data, we 
give the example of the AIIMS attack. There was a targeted attack 
on ICMR websites on a similar day where it was attacked 6000 
times but there was no mention of that. Look at the robustness of 
that particular site and it survived 6000 attacks on the same day.

Risk management is a very beautiful term. When we talk of 
risk management, we shouldn't be talking of enterprise wide risk 
management. When we say only cyber risk management can do 
something, which is not true, we have to do a background check 
of the people who are coming to our organization. They are our 
first point of defence. If you are hiring the right people, then you 
are probably taking the first line of defence.”

INDUSTRY EVENTS- CDS 2023
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Panel Discussion Session - I
Viewpoint on Digital Evidence

India records a poor conviction 
rate in cybercrimes

DR. HAROLD D’COSTA  
PRESIDENT, CYBER 

SECURITY CORPORATION  

In the last couple of years, during the COVID-19 
era, we have seen a lot of cybercrimes which have taken place but 
most of these cybercrimes that have been registered are yet to get the 
criminals caught on major cases. In between 2017-2021, in five years 
Gujarat recorded almost 4,700 cybercrime matters, in half of them 
charge sheets were filed but the conviction was zero. In Karnataka 
almost 39,900 odd cybercrime cases have been registered in the last 
five years. In half of them charge sheets were filed and the conviction 
was only in 21 cases.         

India to take some more time to 
become use to digital evidences
ANUJ AGARWAL 

CHAIRMAN, Centre for Research

Digital evidence is only important in cybercrime, 
any crime like the so-called traditional crime or 

cybercrime the evidence will be digital only. If we talk about a chain 
snatching case then the evidence will be the CCTV footage or any 
passer-by has taken any kind of photo or video in the mobile. If a 
crime happens in a Bank then also we will search it on CCTV. Also, 
to locate the criminals we track their mobiles. In Europe, 60-70% of 
overall evidence has become digital already. In India the situation is 
also the same. The only problem is that our agencies as well as the 
judiciary will take some more time to become used to it because this 
is something technical and digital in nature and they are not well 
equipped.

Corporates must maintain log servers
SMITH GONSALVES 
DIRECTOR & Principal consultant, 
Cyber Smith Secure

I see a lot of initiatives taken by the government 
and things done in helping organizations to quickly 

respond when an incident has happened. So there is the guideline of 
six hours reporting for any incident that happens. In corporate we 
are dealing with the number one attack vector that is Ransomware 
and in that scenario when a ransomware attack has happened the log 
servers are very important to know from where what has happened. 
The worst part is the log servers which need to be maintained by the 
corporates are not being maintained.

India lacks infrastructure and expertise 
in cybercrime and cyber forensic

Dr. Ashok Yende 
Managing Partner, Yende 

Legal Associates

We know that in India the conviction rate is poor 
though the government is trying its best. There are 
many reasons behind poor conviction rate particularly in these digital 
evidence cases. In India we enact the law, pass it and then there are 
so many inadequacies in terms of infrastructure, expertise like there 
are hardly any police stations that are specialized in cyber forensic. 
In Tamil Nadu 46, in Maharashtra 43 specialized police stations are 
there and there are 11 states where there are no police stations that are 
specialized in cybercrime and cyber forensic. 

Law enforcement agencies are not well equipped 
to solve cybercrimes

SRINIVAS KOTNI 
FOUNDER, Lexport

The conviction rate is four percent in cyber 
offences. The reason is basically related to 
technology because the law enforcement agencies 
are not equipped enough with the technologies to 
unearth and try and get into the bottom of the crime. The perpetrators 
of the crimes are always up in their ingenious ways to compromise 
the systems. There is also a general lethargy in terms of grooming and 
training given to agencies, which is also responsible because they are 
trained on the conventional investigation strategies.            

“Now, almost all the documents in the electronic record 
are admitted as electronic evidence” 

SANDHYA F DOKHE 
PRINCIPAL, SIddharth Law College

During 1950 electronic evidence was only 
confined to tape recording and videography. 
Electronic record has been submitted as evidence 
only after 2000 as procedure mentioned in Section 
65 of the Indian Evidence Act 1872 and made a 
certificate under Sub-section 4 of Section 65B of Indian Evidence Act 
of 1872. Now, almost all the documents in the electronic record are 
admitted as electronic evidence such as CCTV footage, ATM receipt, 
Bank statement, e-form, government orders, digital signatures etc. 

INDUSTRY EVENT
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Panel 
Discussion 
Session - II

‘Challenges 
in Cloud  
security’

TPrivacy of data is important
Ravinder Arora

Global CISO and DPO-Infogain
“When we are moving our infrastructure applications in 

the cloud, it is more like giving our home keys to someone else 
to manage that with the stuff inside. Being a CISO, I think that 

is the responsibility of the cloud service provider. At the end of 
the day during an incident and data leakage, the accountability still 

stays with the organization who is the data custodian. At the end of 
the day we are the data custodian. One important challenge which I personally faced 
being a part of Infogain is that monitoring the threat landscape is very important.”

CISOs role evolved with the time
Anuj Tewari  

CISO- TMF Group
“In the recent years, especially in the post pandemic years, 

the attack surface for us has changed historically. CISOs 
used to be very defensive in depth for a much layered concept 

when they were talking about the attack surface management. 
10 years back we would be very accomplished, if we had done a 

pitchy on all the external IP addresses which would give us some sense of security. 
That era has gone completely and has evolved from our tax service management 
standpoint; especially since the workplace and the workforce has evolved. The way 
the workplace was being accessed, the whole stack has actually taken a 180 degree 
split.”

API security is the key challenge
Seema Sharma  

Global CISO- Servify
“The best configuration of security settings on the cloud 

services is the biggest challenge. This gets compounded with 
the use of a multi cloud environment. Because each cloud 

service provider comes with an array of vendor specific security 
controls which not everybody is aware of. Then organization’s 

cloud security posture management strategies are normally not mature enough, 
they would lack qualified staff who know how to use these settings, while securing 
and configuring their workloads and hence the miss-configuration and the security 
oversights are bound to happen. Additionally, API security is also another challenge.”

78% of the breaches are happening while new 
technologies are being purchased onto the cloud

Major General (Dr.) Pawan Anand, 
AVMS (Retd.)
“Cloud deployments are a very attractive opportunity 

for businesses. You can have a very good infrastructure which 
you can share with people. You can share data, or aggregate data 

from various sources. So it is a very attractive proposition and 
that self being an attractive proposition attracts a lot of people on to the platforms. 
Today, the CISOs who were surveyed, have said that 78% of the breaches are taking 
place when new technologies are being purchased on to the cloud. There are those 
vulnerabilities which come up and are definitely going to make them a common 
place for attacks.”  

Everyone has to embrace the cloud
Harnath Babu  

Partner & CIO-KPMG India
“Majority of the 

organizations are moving 
their workloads to the cloud, 
as we have already heard, some 
of the challenges that are there 
from a security point of view, most 
importantly when the applications are being imported, 
you can't simply say that I don't want to use cloud as 
they are not secure. You do not anymore have that 
option of not choosing cloud; we have to choose to 
get on to the cloud.  The point is very clear that you 
have to embrace the cloud. You have to get out on the 
transformation journey and continue to stay secure.”

API is the most lucrative 
target for hackers

Abhishek Kumar  
CEO & Founder, 

Cybereconn
If it is about cyber security 

data comes in between. API is 
software which actually converts 
data into understandable format which the machine 
can understand and inside the API control panel you 
can send that portion of data to a particular part of 
the application. This is the most lucrative target for 
hackers. If they are inside the control panel, they 
probably have the control all over the data, which is 
inside the cloud. If you go and search on Google the 
best cybersecurity skill to learn in 2022 it is ‘how to 
hack web API’. Very soon we will see that our API 
security is going to be secured.

With the adoption of the cloud 
comes the need to ensure that

“Every organization has adopted cloud 
computing to varying degrees within their 
businesses. However, with this adoption of 
the cloud, comes the need to ensure that. The 
organization's cloud security strategy is capable of 
protecting against the top threats to cloud security. 
Despite everyone's best efforts, the cloud security 
threat continues to impact organizations. The 
cloud providers provide a number of advantages 
to organizations. However, it also comes with 
security threats and concerns.”

S Mohini Ratna
Editor 

VARINDIA

The 2nd Panel Discussion was themed ‘Challenges in Cloud security’ and 
was moderated by S Mohini Ratna, Editor-VARINDIA. The panellists who 
joined the session were - Ravinder Arora, Global CISO and DPO – Infogain; 
Anuj Tewari, CISO- TMF Group; Seema Sharma, Global CISO- Servify; Major 
General (Dr.) Pawan Anand, AVMS (Retd.); and Abhishek Kumar, CEO & 
Founder, Cybereconn.
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Panel Discussion Session - III
‘Growing Importance of 

Endpoint Security’

The increase in number of endpoints has 
made it vulnerable to new threats

Vijay Sethi, Chairman, MentorKart said that adoption of 
new technology is going to change the entire threat landscape 

of organizations, especially at the endpoint level. The number 
of endpoints have increased today and many of them would 

be vulnerable to new threats. New concepts like ChatGPT, AI/
ML are also going to change the impact on endpoint security in a 

big way. So like new technologies are helping organizations, they are also helping 
hackers in a similar way. 

With new technologies, it also becomes 
important to do a proper risk assessment

Dinesh O Bareja - COO - Open Security Alliance said 
that we are all getting so stuck in the technology domain 

that sometimes the primacy of the end user is forgotten. The 
law may not be available or applicable in the country but there 

are geographies where you may have trouble using the endpoint 
technology to see what the person is doing. With the coming of new technologies, it 
also becomes important to have a control to understand what is moving in and what 
is moving out and do a proper risk assessment.

Internet of Medical Things generate a lot of 
data which are easily vulnerable

Sushil Kumar Meher, CIO – AIIMS (Delhi) said that 
in bigger organizations, the biggest vulnerability comes 

from the endpoint. He suggested that an education program 
should be started from the school level. While a million of the 

Indian population is today using the mobile phone, more than 
80% of them are not aware that their devices are not secured. In the 

Healthcare sector, IOMT (Internet of Medical Things) is where most of the medical 
devices are connected and it generates a lot of data like imaging, laboratory etc. But 
these devices are easily vulnerable.

The number of people who connected to the 
cyber space was the highest last year

According to Harold Dcosta, President – Cyber Security 
Corporation, the world is getting smaller and people are 
getting connected to the cyber space; the number of people 

getting connected to the Internet has been the highest last 
year. So while 490 crore Indians are connected to the cyber 

space today, about 120 crore of them got connected last year. It is 
therefore becoming very important to get a proven endpoint security 

as vulnerabilities have also increased.   

The fundamentals of security 
still lie around People, 
Processes and Technology

Navin Mehra, Regional 
Leader (Cyber Security) - Cisco 
India & SAARC was of the opinion 
that the fundamentals of security still 
lie around People, Processes and Technology. In this 
hybrid world, where networks are borderless, and 
users are on their BYOD devices, this control vector 
becomes very important. These devices have increased 
and many of them do not have even a basic anti-virus 
software on them. So the principle of zero trust has to 
be put into perspective and a continued watch becomes 
very necessary. 

End points are the low-
hanging fruits for hackers

Kapil Mehrotra, CTO 
- Dhanuka Group said that 
endpoint security becomes very 
important at a time when the data 
has become a very important asset. If 
you look at the user behaviour, they all need different 
types of access. In spite of having the best XDR and 
MDR tools, it is important to change the behaviour 
of those protections as per the work requirement. 
Hackers being very smart, they are already trying to 
study the behaviour patterns of the user and how they 
are accessing what data. End points are the most low-
hanging fruit for hackers.

Moderated by Dr. Deepak Kumar Sahu, 
Editor-in-chief-VARINDIA, the discussion 
highlighted how endpoint security has 
evolved from traditional antivirus software 
to providing comprehensive protection from 
sophisticated malware and evolving zero-day 
threats. Endpoint security systems protect these 
endpoints on a network or in the cloud from 
cybersecurity threats. The threat landscape is 
becoming more complicated and businesses 
of all sizes can be the target for cyberattacks. 
Hackers generate new ways to access and steal 
information or trick employees into disclosing 
sensitive information.

Dr. Deepak 
Kumar Sahu
Editor-in-chief-
VARINDIA
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The Mentalist 
NIRBHIK DATTA

The event witnessed an exciting and interesting 
session with a Professional Mentalist; Nirbhik Datta, 
who created illusions and influenced the minds of 
the attendees. His tricks influenced everyone and 
engaged the industry leaders present in the hall. He 
has been doing this for over a decade and has amazed 
people with his mental feats. Reading people's minds 
is his passion. His show was based on audience 
participation and humour where people were left 
spellbound. He manipulated the human brain and 
showed how miracles can be created just by mental 
tricks. With his mesmerising feats he made people 
play with random numbers through which he could 
reveal the passcode of an ATM number, could reveal 
names of persons in mind etc. It was a one of its kind 
feat which made people glued to their seats. His 
whole act had mesmerized and left a lasting impact 
on the audience. He tested the business magnates 
and their presence of mind while entertaining all. 

Award Winners in CDS 2023
Best company into Application Security Solution, 

Palo Alto Networks

Best SD-Wan Solution provider 
Fortinet Technologies India Pvt. Ltd.

 
Best cloud security company 

Cisco System India Pvt. Ltd.
 

Best company into EndPoint Security
Crowdstrike India private limited.

 
Best company into UTM

Sonicwall Technology Systems India Pvt. Ltd.

Best company into providing EDR and XDR solutions 
Sentinelone India Private LTD. 

Best company into Network security 
TRELLIX 

Best company into IoT Security 
Check Point Software Technologies 

Best company into DLP Security. 
Forcepoint India Pvt. Ltd. 

Best Company into  DNS Security 
Infoblox

Emerging Company into Email Security ( Make in India) 
Neuailes Global Technologies Pvt Ltd.

Best Identity & Access Management (IAM) solution  
Micro Focus (An OpenText Company)

INDUSTRY EVENTS- CDS 2023
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Union Budget 
2023 A strong 

foundation 
for a 

developed 
India

Finance Minister Nirmala Sitharaman presented the Union 
Budget of the Modi government before the 2024 Lok Sabha 
elections on 1 February 2023. The total size of the 2023-24 
Budget stood at Rs 45.03 lakh crore - a 7.5 percent jump over the 
revised estimate for 2022-23 - and to help meet the gap between 
its income and expenditure. The Centre will borrow a record Rs 
15.43 lakh crore from the market through the issuance of bonds.

“Currently, those with an income of Rs 5 lakhs, do not pay 
any income tax and I proposed to increase the rebate limit to 
Rs 7 lakhs in the new tax regime," the Finance Minister said 
while presenting the Budget. The income tax exemptions and 
restructuring will provide a huge relief to the middle- and lower-
middle classes and help them accomplish their aspirations.

“This Budget hopes to build on the foundation laid in the 
previous Budget, and the blueprint drawn for India@100. We 

envision a prosperous and inclusive India, in which the fruits 
of development reach all regions and citizens, especially our 
youth, women, farmers, OBCs, Scheduled Castes and Scheduled 
Tribes” the Finance Minister said.

In the last nine 9 years, the Indian economy has increased 
in size from being 10th to 5th largest in the world. We have 
significantly improved our position as a well-governed and 
innovative country with a conducive environment for business 
as reflected in several global indices. We have made significant 
progress in many Sustainable Development Goals, Finance 
Minister Nirmala Sitharaman added.

The key features of the budget are highlighting inclusive 
development with opportunities for citizens with focus on youth, 
growth and job creation, strong and stable macroeconomic 
environment.

PUNEET GUPTA 
VICE PRESIDENT & MANAGING DIRECTOR, 
NETAPP INDIA/SAARC

“The announcements made by the Hon’ble Finance Minister Nirmala Sitharaman have given us a 
lot to be excited about. The mission of Amrit Kaal has put us in a strong position to truly call this a 
digital budget, given its large focus on technology and digital. 

From the government’s announcement of setting up of 100 5G labs and the development of 3 
Centers of Excellence for AI, all of these will go a long way in unleashing the digital potential of the 
country. In a world that is driven by data and AI, we see numerous and infinite opportunities ahead of 
us. It will be a privilege for us at NetApp to play our role in building a truly digital nation which is the 
future of tomorrow.”

LEAD STORY
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RAJIV BHALLA  
MANAGING DIRECTOR, INDIA & VICE PRESIDENT APAC, BARCO      

“Indian economy is heading towards a bright future, the 'Saptrishi' of the Budget 2023 prioritizes 
on inclusive development, reaching last mile, unleashing potential, green growth, youth power. 
Announcement around adding 50 tourist destinations as a whole package and focusing holistically on 
physical as well as virtual connectivity, tourist guides, high standards for food streets and tourists’ 
security through an app to enhance tourist experience, is a significant step that will unlock growth 
and job opportunities in the sector. The Budget is perfectly aligned with Barco’s aim to make India 
a popular tourist destination with visible impact, allowing people to enjoy compelling entertainment 
experiences. Further, Budget has focused on overall growth & sustainability as India has the potential 
to be a world-class infrastructure centre, moving toward net zero carbon emissions by 2070 & setting 
up the AI based solutions in health, education, and sustainable cities will give additional push towards 
the extensive use of technology”.

ALOK DUBEY 
CHIEF FINANCIAL OFFICER, ACER INDIA

"The Union Budget unveiled today echoes the government's objective of "Digital Development" 
for the country.

It places a high value on technology and innovation as a whole. Realizing the vision of "Make AI in 
India and Make AI Work for India" is projected to strengthen the country's standing in the technology 
industry globally and generate numerous possibilities for the youth. The mention of lowering the 
minimum TDS threshold and clarifying taxability linked to online gaming is an encouraging step 
towards gaming industry in India, and it is expected to open up more prospects in the following year. 
This year's budget also has prioritised sustainability; this is a step toward a green future that allows 
businesses and SMEs to enter the market with green products and services; this is a commendable and 
promising move. Overall, the Union Budget 2023 is promising and represents a significant step toward 
digital transformation and a holistic sustainable growth.”

BALAJI RAO  
AREA VICE PRESIDENT, INDIA & SAARC, COMMVAULT      

“The budget 2023 has been laid down with a future-ready outlook and highly compliments nation’s 
objective of innovative, technology-driven and knowledge-based economy. The increased impetus on 
data generation and management while ensuring privacy, security, and trust is a powerful move. The 
India Datasets program and the proposed National Data Governance Policy will empower academia, 
researchers, and start-ups with access to a large repository of India-specific dataset and is an indispensable 
move by the government to further propel the Digital India vision.

Furthermore, the government is pushing the agenda of upskilling to prepare for a resilient future. 
The framework outlined to upskill the youth with 30 Skill India International centres, will bridge the 
persisting digital gap and unlock a massive pipeline of jobs and entrepreneurial opportunities. The 
initiatives for telecom services and modernization of agri sector through Digital Public Infrastructure 
will be critical in modernizing and broadening the scope of data generation, management, and protection.

PARAG KHURANA  
COUNTRY MANAGER, BARRACUDA NETWORKS INDIA

“Cybersecurity has for long been a critical matter of concern, especially in light of rapid digitization. 
With the rollout of 5G and cloud migration, there has been a significant uptick in cyberattacks across 
the country. In 2022, we have seen the rise of ransomware against critical infrastructure, with education 
(15%), municipalities (12%), healthcare (12%), infrastructure (8%), and financial (6%) being the five key 
targeted industries according to research. The Union Budget announcement today paints a favourable 
picture for the sector with the introduction of the National Data Governance policy will help academia 
and start-ups gain access to anonymised data by the government.

Provisions like the establishment of three centers of excellence for Artificial Intelligence in top 
educational institutions noting that 'Make AI in India' and to 'Make AI work for India' will support the 
creation of a stronger technology infrastructure in the country. This will further boost the government’s 
vision of ‘Digital India’ and ‘Atmanirbhar Bharat’. That being said, Budget 2023 amply highlights the 
greater focus that the government has placed on string digital infrastructure and technology at large. 
And, we are hopeful that today’s announcement will have an inherently positive effect on the sector.”
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PIYUSH SOMANI, 
MANAGING DIRECTOR AND CHAIRMAN, ESDS SOFTWARE SOLUTION LTD.

"The Union Budget 2023-24 has put a lot of emphasis on Agritech, fintech, Co-operatives and future 
technologies like AI, ML, IoT and etc., signaling a positive push towards technologically advanced 
Digital India & a greener India. The government's emphasis on digital infrastructure through 100 labs 
to facilitate apps employing 5G services will aid technology adoption that will help the country advance 
towards more digital applications like smart classrooms, precision farming, intelligent transport systems, 
and healthcare in order to realize new range of options, business models, and job potential. The emphasis 
on the co-operative sector, Millets, agriculture sector by facilitating Agri-based rural startups certainly 
will improve the livelihoods of farmers, increase food security and boost exports through open-source 
digital public infrastructure. The national data governance policy to be released to encourage innovation 
and research by startups and academic institutions and will make it possible to obtain anonymous 
data. Overall, this budget focuses more on Capex spending from the government, while most of the 
technology related announcements had no budget allocated at the moment. We need to wait for next 
couple of months to see some budget getting allocated to the technology related initiatives."

VISHAK RAMAN 
VICE PRESIDENT OF SALES, INDIA, SAARC AND SOUTHEAST ASIA AT FORTINET

“A steep increase of 33% in capital investments to 10 Lakh Crore almost three times the outlay made 
in 2019 shows why India is one of the most buoyant economies in the world. While Investments and 
development programs are all tech-driven the budget realises the potential of 5G by setting up 100 labs 
in engineering institutions to develop Apps to assist in all verticals including smart classroom, precision 
farming, smart transport systems and healthcare.

The capital flowing into AI-Startups last year was $2.7 billion globally. The race in AI is heating up 
after the success of ChatGPT and the budget has realised this potential with the vision of Make AI in 
India and Make AI Work for India. The setting up of 3 centers of excellence for artificial intelligence in 
top educational institutions will combine tech and computing power with some of the best engineering 
brain power in our country.

ARUN BALASUBRAMANIAN 
VICE PRESIDENT & MANAGING DIRECTOR, INDIA & SOUTH ASIA, UIPATH

“We are glad that in this year’s budget, a greater focus has been given to Digital India where technology 
is an enabler for the economic and overall development of the nation. For India to adopt and implement 
emerging technologies, a robust skilled workforce is needed. And the provision of the Skill India Digital 
Platform is the right step in making a highly skilled workforce. It will unify and enable demand-based 
formal skilling, which has been much needed to bridge the gap between academia and industry. With 
the Skill India Digital Platform and the proposed National Digital Library, we are confident that young 
Indians will have the resources to upskill in areas like AI, automation, and robotics, which will in turn 
make Digital India a reality. With the launch of The National Data Governance Policy, Indian users and 
companies can now access anonymized data, which will provide greater opportunities for innovation. 
These are exciting times for a tech-enabled India, and soon the country will become a talent powerhouse 
for the world.”

RAJIV SRIVASTAVA  
MANAGING DIRECTOR, REDINGTON

“We welcome the progressive initiatives announced in the Union Budget 2023, focusing on Artificial 
Intelligence, 5G, youth skilling, Green Growth, data governance, consumer empowerment, and customs 
duty relief for mobile phone components—all these initiatives will help intensify the focus on making 
India a skill capital for the world, a consumption growth economy.

The budget’s focus on green growth will have a multiplier effect on the industrial sustainability, 
leading to country’s goal of net-zero carbon emission by 2070. Centres of Excellence for Artificial 
Intelligence, one hundred labs for 5G applications in engineering institutions are very positive steps 
taken to spur breakthrough innovations in the field of education, agriculture, transport, and healthcare. 
Further, an impetus to R&D for startups and academia that utilizes data for their growth will be secured 
under National Data Governance Policy (NDGFP).

Overall, the first budget of Amrit Kaal lays the foundation for a developed India by providing a 
framework of growth and development through Skilling, Green Energy, R&D, and Technology, which 
will accelerate the country’s journey to becoming a $10 Trillion economy in the near future.”

LEAD STORY
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AALOK KUMAR, 
PRESIDENT AND CEO, NEC CORPORATION INDIA

"With a clear focus on inclusive development, reaching the last mile, infrastructure development 
and unlocking the nation's potential, the Union Budget 2023-24 is comprehensive to fast-track growth. 
From strengthening India’s prowess in technology and AI and being future ready to truly unleashing 
the potential of 5G, the budget is holistic in its approach and will certainly pave the way for tech-
enabled growth for the country in the coming years. 

Coupled with strategic focus on building infrastructure and connectivity in sectors including 
transportation and aviation will have a significant impact in making India a more agile economy, and in 
making the daily lives of citizens more convenient and efficient. We look forward to collaborating with 
the government to help shape India’s digital future."

ARUNDHATI BHATTACHARYA  
CHAIRPERSON & CEO SALESFORCE INDIA

“The 2023 budget is a growth-oriented and inclusive one that lays a solid foundation and strengthens 
the economic outlook for India. We have a unique opportunity of being a demand-driven economy 
with a rapidly digitising population. The increased capital investment outlay has a multiplier effect on 
generation of employment opportunities and thereby better standard of living for citizens. India is the 
talent basket of the world and has one of the youngest populations globally; we have a tremendous 
opportunity to unlock the potential of the country’s young workforce. The unified Skill India Digital 
Platform, addresses the imperative of businesses and Government to do more to address the skills gap 
enabling inclusive development of talent. Promoting sustainable growth is an opportunity for India to 
lead and has been essential and top of mind for all leaders; the focus on ‘green growth’ across sectors 
can unlock new economic opportunities for India. We are proud of the progress we have made over the 
last few years on Digital Public Infrastructure and a significant driver to this has been the innovation in 
Fintech, this budget is an impetus to further accelerate this growth with investments in AI, 5G, startups 
and more, accelerating demand and innovation at scale.”

RAJNISH GUPTA  
INDIA AND SUB-CONTINENT LEAD, ZEBRA TECHNOLOGIES APAC

In this Union Budget, the government has set the tone to unleash both human and digital potential 
for the country’s socio-economic development. This is reflected from all the 7 key priorities including 
reaching the last mile, infrastructure and investment, youth power, inclusive development, unleashing 
the potential, green growth, and financial sector.

The government has shown a clear objective of raising the infrastructure development in the country 
as it plans to raise its capital expenditure by 33% to INR 10 trillion ($122.29 billion) in the next fiscal 
year. This will provide the much-needed impetus to the existing infrastructure schemes like Gatishakti, 
Bharatmala, Parvatmala, Sagarmala amongst others.

DIPESH KAURA, 
GENERAL MANAGER, KASPERSKY (SOUTH ASIA)

The Indian government's growing interest in building a Technology driven Indian Economy will be 
a pioneering move for building world class digital structure.

In today's budget, we saw the government's major focus on Robotics, Drones, and Artificial 
Intelligence along with implementing a strong National Data Government Policy. This budget projects 
to empower the youth by focusing on new-age skills and coding. India aims to become one-stop solution 
and this will be a major relief for the MSME sector. During the 2023 -24 Budget, the government aims 
to formulate 100 labs that will be effective to develop 5G services and very evidently pictures positive 
growth for India.

The budget looks favorable and aims at improving the threat landscape margin in India by 
implementing 3 centers of excellence for Artificial intelligence. India’s growth being the highest among 
major economies is a powerful aspect and will definitely be able to drive the path to create a Technology 
driven economy.
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VISHAL AGRAWAL, 
MD, AVAYA

“We appreciate the government’s continuous focus on the technology sector with the Budget 2023-
24. The introduction of three centres of excellence for artificial intelligence to enable 'Make AI for 
India' and 'Make AI work for India' is something to look forward to for the upcoming digital nation.

The initiatives outlined for skill development and research in cutting-edge fields like artificial 
intelligence (AI), robotics, and 5G, among others are encouraging for the IT industry.

In line with the GoI’s initiative to strengthen the MSMEs, we look forward to supporting them 
in creating a user-friendly space and helping them further to scale up with the help of our robust and 
collaborative solutions.

The government’s initiative to set up 100 labs for 5G solutions across engineering colleges and the 
announcement around the National data governance framework will further empower the students, 
Indian start-ups, and researchers that will collectively help us achieve our collective vision for the 5 
trillion economy.”

ASHISH P. DHAKAN, 
MD & CEO, PRAMA HIKVISION INDIA

“The Union Budget 2023-24 clearly has the visionary roadmap to put India on the path to become a 
$5 trillion economy. The seven priorities of the budget ‘Saptarishi’ are inclusive development, reaching 
the last mile, infrastructure and investment, unleashing the potential, green growth, youth power and 
financial sector. It shows the government’s vision and missionary zeal for a developed India.

We welcome the growth oriented budget positively as it is aimed at furthering the cause of the 
Indian manufacturing industry. The Union Budget has the blueprint of a sustainable economic growth 
in Amrit Kaal (Amrit Kaal refers to the next 25 years (up to 2047) leading to the centenary of India's 
independence), backed by consistent and well-planned strategy. It also shows the strong commitment 
towards the electronic manufacturing sector and infrastructure development. The budget shows clear 
intent to offer calibrated Customs Duty Rates to provide a graded rate scheme to facilitate domestic 
electronic manufacturing sector.

PRAMOD SHARDA 
CEO, ICEWARP, INDIA AND MIDDLE EAST

“The Union Budget 2023-24 by FM today has announced attractive incentives and rebates. The 
Income limit for rebate of Income Tax increased from 5 Lakhs to 7 Lakhs is a welcome note for the 
employee base. The budget includes renovations in the digital framework of the nation focusing on 
increasing the accessibility of these services for rural and tribal areas. We highly support the government’s 
initiatives to create jobs, and are keen on contributing towards the projected employment generation 
initiatives.

We are excited to witness the development of a tech-driven economy while contributing towards 
the same and enabling the growth-bound MSMEs sector, which will be infused with Rs 9,000 crore 
in revamped credit guarantee scheme, with our affordable, seamlessly integrated, secure Email & 
Collaboration solutions to effectively communicate and collaborate towards the growth path.

RAMANUJAM KOMANDURI 
COUNTRY MANAGER, PURE STORAGE INDIA     

“The Union Budget presented by the Hon’ble Finance Minister is growth-oriented and inclusive. 
The impetus for the 'Digital India' vision is clear from budgetary allocations across sectors like 
infrastructure, skill development, sustainability, MSME, and entrepreneurship.

This budget provides numerous growth opportunities for the technology industry by bringing 
digital solutions and innovation in legacy sectors like infrastructure, manufacturing, education, 
railways, healthcare, financial services, and regulatory bodies to turn India into a technology-driven, 
knowledge-based economy. Also commendable is a clear intent and investment in making India a net 
zero carbon emission country by 2070 through National Green Hydrogen Mission. Overall, the budget 
2023 promises to sustain and catalyze India’s economic and digital growth with a strong role played by 
technology."

LEAD STORY
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MUNEER AHMAD  
VICE PRESIDENT, SALES AND MARKETING, VIEWSONIC INDIA

"We are happy to see that the budget 2023 talks at length about decreasing the digital divide by 
introducing National Digital Libraries that will facilitate access to quality books for children and 
adolescents across geographies, languages, genres, and levels. Furthermore, the centre's mission to 
re-envision teachers’ training through innovative pedagogy, curriculum transaction, continuous 
professional development, dipstick surveys, and ICT implementation will help boost the sectoral growth 
and knowledge sharing with the District Institutes of Education and Training set to be developed as 
vibrant institutes of excellence for this purpose. Furthermore, we are excited to see that the centre 
is working towards setting up of three Centres of Excellence for AI (Artificial Intelligence) in top 
educational institutes. It is a progressive measure that will help boost knowledge sharing and technology 
development in the education sector. However, we expected substantial measures in the budget for the 
allocation of resources for the development of technology in the educational sector. This would have 
supported higher investment and opened doors for new ventures in the industry."   

SUDHIR KUNDER
COUNTRY DIRECTOR, DE-CIX INDIA    

‘Successes in the previous budget and our transformation into the 'AmrutKal' were highlighted today 
by the Honorable Financial Minister. It's encouraging to see continued support for digital payment 
systems, digital document integration, and the creation of a digital public infrastructure for agritech and 
Fintech. Introduction of Digital lockers, Digital Library, E-Courts, and the promise of one hundred 
research labs to create applications for 5G were the landmark announcements. Empowering youth 
with 30 Skill India Centers imparting skills like Coding, AI, robotics, mechatronics, IoT, 3D printing, 
and drones with other NextGen cutting-edge technologies will make them economically independent.

Establishing three Institutes of Excellence for Artificial Intelligence Development is a major step 
forward for our country and will help to create AI in India and make AI work for India.

Summarizing, the budget makes it abundantly clear that 2023 will be the year of digitalization, with 
demands for digitalization rising throughout the year. As an Interconnection Platform, DE-CIX India is 
pleased to shoulder the duty of ensuring the long-term viability of India's Digital Infrastructure as "We 
Make Interconnection Easy. Anywhere".’

TRIVENI RABINDRARAJ
HEAD OF SALES AT GOTO, INDIA 

"Union Budget 2023 is a great development and comes with many positives keeping people at the 
heart of Amrit Kaal vision. With the level of technology disruption and digital adoption witnessed in 
the last year, it is exciting to see the government’s inclined interest towards a technology-driven and 
knowledge-based economy. Start-ups and SMEs have the potential to be the key employment generator 
in the country. The renewed emphasis on growth in the MSME sector, women empowerment, and 
skilling is a welcome move as it strengthens inclusive and sustainable progress across all industries. The 
Pradhan Mantri Kaushal Vikas Yojana 4.0, Make AI in India, and increased focus on 5G continuum 
will prove to be a big push to bridge the talent gap and prepare country’s youth for Industry 4.0 by 
empowering them with new-age technology skills needed to make India one of the world’s preferred 
innovation hubs. These initiatives will level the playing field to enable MSMEs to invest in and improve 
their digital talent, enhance employee value proposition, and drive better business outcomes.”

PRASHANTH GJ 
CEO, TECHNOBIND SOLUTIONS

“The Union Finance Minister Mrs Nirmala Sitharaman tabled the Union Budget 2023-24. She began 
by stating that the government sees the next 25 years as ‘Amrit Kaal’ marking the centenary of India’s 
independence. This is the first budget of this period and the government aims to achieve a technology-
driven and knowledge-driven economy. The budget certainly reflected the FM’s statement and the plans 
being laid out to achieve this milestone. The budget has focused on youth, their skill enhancement and 
job creation, and the strengthening of the macroeconomy.

Technology will be a driving force in achieving these goals. 5G has been the center of focus with 
enterprises diving to benefit the most by using it as an instrument for development. The government’s 
focus on setting up 100 5G labs in engineering colleges to develop 5G-based applications will further 
enhance the efforts being made by the private sector. The initiative of having an open-source standard 
for the agriculture sector will help technology firms and startups in helping the farmers, which is still 
one of the largest sectors in India.”
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India is on the cusp of a data center evolution. India’s data center industry is expected to witness a 
robust demand growth. Increased cloud adoption has further fuelled the rise of third-party colocation 
facilities by attracting more hyperscalers, which in turn required data center space to expand their 
availability zones 

According to an ASSOCHAM-EY analysis, India’s data center market is projected to grow to $8 billion by 2026, whereas the 
country’s data center footprint will grow to 183 by the end of 2025, totalling 24 million square feet and 1,752 MW of IT capacity. With 
the acceleration of Internet of Things (IoT) and Artificial Intelligence (AI), attention is shifting to third-party data centers and cloud 
platforms to support the infrastructure needs of these technologies. The advent of 5G will further lead to a boom in the volume of data 
consumed in the country. 5G technology will bring edge to life, and it will demand infrastructure to be deployed as near as possible 
to customers to avail critical latency benefit. This will result in a significant increase in demand for network dense edge data centres.

This, combined with the government’s increasingly favourable policy environment, is expected to provide a huge impetus to 
the data center industry. With a strong focus on ‘Digital India’ and the rise of a digital economy, the Ministry of Electronics and 
Information Technology (MeitY) created a policy that accords infrastructure status to data centers. This has helped data center 
companies get easier access to institutional credit at lower rates and attract foreign investments from global enterprises, cloud service 
providers, technology solution providers, and hyperscalers. 

 “In the Union Budget 2023-24, the government has proposed the provisioning of ‘Data Embassies’, which could provide a 
tremendous boost to the data center industry in the country by encouraging countries to look at India as a haven for data storage 
and processing, along with the freedom of autonomous data center operations,” points out Rohan Sheth, Head- Colocation & Data 
Center Services, Yotta. “In addition, India’s seamless connectivity to Asian, European and Western regions through subsea cable 
landing stations, one of the largest pools of skilled resources, significantly lower cost of data center operations and a reliable power 
infrastructure offer compelling advantages to enterprises to consider India for their data center needs.”

Piyush Somani, Managing Director and Chairman - ESDS Software Solution Ltd. believes that in just five years, India will 
outperform America in terms of capacity. “The Indian Data Center industry is booming rapidly. India has the potential to become a 
hub for Data Centers in the next few years, and several factors will make it happen. Factors include a large pool of technical talent, 
favourable government policies, and increasing demand for data storage and processing services.”

He however adds that the country still needs to improve its infrastructure and data privacy concerns that must be addressed to 
realize its potential as a hub for Data Centers fully.

LEAD STORY
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“The advent of new-age technologies like AI, IoT, and 5G, coupled with a focus on 
cloud infrastructure, is fuelling the unprecedented growth of data that needs to be 
managed and exchanged,” says Manish Gupta, Vice President and General 
Manager, Infrastructure Solutions Group, Dell Technologies India.  “While 
these technologies are opening up new avenues for Indian industries, there is an 
urgent need to effectively process critical data at the edge, core and cloud and all of this 
contributes to the increasing demand for Data center infrastructure in the country.” 

According to reports, the Indian data center market will see a five-fold growth in the 
next two years which, coupled with the Centre’s decision of granting infrastructure status 
to datacenters will encourage the proliferation of datacenters throughout the country. 

Recently, Dell worked with PhonePe to launch their first Green data center in the 
country, bringing in alternative server cooling technology using liquid cooling. Dell is 
not only helping businesses meet their data needs but also enabling them to become 
environmentally responsible through sustainable data center infrastructure. “Our 
industry leading servers, which are the bedrock of modern datacenters, continue to 
provide best-in-class performance, scalability and security,” Manish adds.  “We feel that 
datacenters will form the backbone of the digital economy and are optimistic of the data 
center growth in India. 

“India finds itself at a very exciting place. 
Its digital consumption and investment in new age technologies is increasing consistently 
which is leading to rising demand for cloud based services,” says Ashish Arora, CEO 
- Nxtra by Airtel. “Cloud is becoming a big market in India and is expected to reach 
$13.0 billion by 2026, growing at a CAGR of 23.1% for 2021-26. This is leading to large 
domestic data centre market.”

For Nxtra by Airtel, 2023 is going to be a ‘year of build’ as it continues to accelerate 
its development of hyperscale data center park in Mumbai with total capacity of 85 MW 
and 7500 Racks. 

“Plus, we have already initiated construction of our data centre parks in Pune and 
Kolkata along with purchase of lands in the city of Bangalore, Hyderabad and Noida. This 
will further strengthen our position of largest network of interconnected datacentres in 
India. Currently we operate 12 large and 120 edge data centres in India. The investment 
commitment of Rs 5,000 crores in next few years will scale up our installed capacity by 
3X to over 400 MW to meet the surging demand and help India become the digital-first 
economy,” explains Ashish. 

“As per a study by Vertiv on data 
centers, there will be network availability 
extending to rural and remote areas which will put additional strain on data centers 
to maintain connectivity even at the very edges of their networks,” says Nitin Gavde, 
Director, Offering Management - Global Edge (ASI) + Racks & ITMS (India), 
Product Development/Engineering, Vertiv. “With networks, data, and the cloud 
all migrating to the edge, it is only natural for data centres to follow the same route.” 

Vertiv assists in resolving some of the most pressing issues confronting data centers, 
communication networks, and commercial and industrial facilities. From the cloud to 
the network edge, Vertiv has a diverse portfolio of power, cooling, and IT infrastructure 
solutions and services. With customised pre-tested and pre-integrated data centres, it 
helps businesses maximise efficiency, deliver flexibility, and ensure scalability, while also 
easing the process of expanding core data centres and critical facility capacities.

“India's advantages as a potential hub 
include its strategic location along major 
global internet backbone networks and its 
diverse range of service offerings that have 
proven reliable and secure,” says Srividya 

Kannan, Founder & CEO - Avaali Solutions. “This includes low latency networks 
connecting areas within India with those outside of it, making it possible to connect 
seamlessly with any part of the world. Additionally, India has showcased its commitment 
towards digital infrastructure through favourable policies such as tax incentives for data 
centre operators and investment security for foreign investors.”

 
He further continues, “India is also ahead in terms of digital literacy among its 

citizens compared to many other countries across the globe. This provides access to 
digital services and products by many people helping support the rapid growth of data 
centres in India. Moreover, Indian companies are increasingly investing more resources 
in research and development, further driving innovation in technology-related fields 
that can help provide data centre operators with better tools and solutions to meet their 
needs.”

Manish Gupta
Vice President and General Manager 
Infrastructure Solutions Group
Dell Technologies India

Nitin Gavde
Director, Offering Management
Vertiv

Srividya Kannan 
Founder & CEO
Avaali Solutions

Ashish Arora
CEO - Nxtra by Airtel
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  Another factor driving the growth of the data centre industry is the increasing demand for high-performance computing (HPC) 
solutions. HPC solutions are becoming more accessible due to advancements such as AI and Big Data analytics, which require robust 
infrastructure support including powerful processors, large memory capabilities, and secure networks. Data centres must be able to 
provide businesses with reliable access to these resources to remain competitive. 

India’s data center position globally
As of March 2022, India had 138 data centres, which is projected to reach 183 by 2025. Although the number of data centres has 

been growing at a healthy rate in the last few years in India, globally USA dominates with over 2,700 data centres. India ranks 13th 
globally among countries with the highest number of data centres, which means 1.5% of data centers worldwide are currently located 
in India. This makes this market to be continuously expanding and is expected to record strong growth. 

This growth will be supported by a slew of investments by local and international players who have identified vast opportunities in 
this market. Notably, the growth of data centers in India is also complemented by an increasing focus on quality, adherence to global 
standards and best practices, and sustainable operations supported by the country’s growing renewable energy infrastructure. 

India as a region has strategic advantage of strong connectivity with APAC region and rest of the world through a number of 
submarine cables, new cable investments etc. “In addition, its inherent strength of costs, availability of skilled labour, low climate 
risk, strategic location, and land supply make it a stable choice. This coupled with challenges around power and land in Asia Pacific 
region and in general, India can easily be a regional hub for data center and that is where one should keep a watch on,” says Ashish 

of Nxtra by Airtel.

Agrees Yotta’s Rohan, “This also positions India as a preferred data center hub for 
foreign enterprises. India is already emerging as a data center hub in the Asian region 
owing to its proximity to the existing South East Asian data center markets.”

Yotta, as one of the largest data center players in the country, has planned substantial 
investments to increase India’s data center capacity, thus strengthening the digital 
backbone of the country. Currently, it has two operational data centers – Yotta NM1 
in Navi Mumbai and Yotta D1 in Greater Noida – delivering a total capacity of 59.2 
MW. Yotta has also completed the core-and-shell of Yotta NM2, the second data center 
building at its Navi Mumbai Data Center Park, besides launching the Yotta D1 data 
center in October, 2022. 

“We plan to construct five more data center buildings at the Greater Noida Data 
Center Park, offering a total capacity of 160MW. Our investment in Uttar Pradesh will 
total Rs. 39,000 crores as we expand our data center park,” says Rohan. “Additionally, 
we aim to build four data center parks across the country over the next five to seven 
years as part of our overall plan to bridge the digital divide and make India a $1 trillion 
digital economy. Yotta is coming up with two data centers in Pune and Gift City, Gujarat. 
While Pune is slated to have a 90MW data center park, we will go live with around 200 
racks at our data center building in Gujarat, specifically for international businesses and 

exchanges.”
With the availability of a skilled workforce, low climate risk, cost advantage, and a 

favourable government, India is certainly well-positioned to become the world’s hub for 
data centers in the coming years. 

“India’s growing digital economy (digital payments, Various Govt’s Initiates & 
schemes), appropriate Govt policies for DC growth, push on robust communication, 
transport infrastructure, power sector reforms & impetus on sustainable energy along 
with creating additional cable landing infrastructures along its cost line and availability 
of Industry relevant Technical manpower, all are contributing to India’s story to become 
a prominent DC player,” says Bhaskar Bhattacharya, EVP – Enterprise Business, 
Aurionpro Solutions. “There are many policy initiatives being taken at central and 
state government level. Hopefully more states will create data centre policy eventually 
resulting in uniform policy applicable across country.”

Aurionpro formed a separate DC Business unit and inducted fresh talents to join 
Aurionpro, in various faculties of DC Design Consultancy & Engineering, Solution 
Architecting and project Delivery. It has large experience in colocation, hyper scale & 
High-Performance Computing (HPC) environment. Presently Aurionpro offers DC 
Turnkey Design and Build Services and DC consultancy Services (site selection & due 
diligence, concept design & master planning & detailed design, advisory services during 
construction & integrated site testing) to its clients. 

Data center growth in Tier-II and III cities 
The growth of data centers in Tier II and Tier III cities historically was slow compared to metro cities. At that time, data centers 

needed a consistent power source, which was a problem that existed, besides having other obstacles like the availability of fiber optic 
cables, favourable land areas, and proximity to consumer locations. But this will soon change with many Tier II and Tier III cities 
gearing up to witness the next wave of growth as more Edge data centers will be built in these locations to cater to the last-mile needs, 
thereby bridging the digital divide. There has also been interest from state governments, encouraging data center companies to set up 
edge data centers in numerous smaller cities. 

Rohan Sheth
Head – Colocation & Data 
Center Services
Yotta

Bhaskar Bhattacharya 
EVP – Enterprise Business

Aurionpro Solutions
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A few key Govt policy thrust areas in datacenter space include – 

• Availability of uninterrupted, clean and cost-effective electricity for Data
• DoT to facilitate robust and cost-effective bandwidth
• Data Centers to be declared as an Essential Service under “The Essential Services Maintenance Act, 1968 (ESMA)” 
• Recognize Data Centers as a separate category under National Building Code
• Setting-up of Data Center parks and Economic Zones
• Promote indigenous technology development, research and capacity building
• Introduce data center infrastructure course at degree & diploma level

Furthermore, non-metros have experienced industrial growth opportunities due to their outstanding capabilities in skill-based 
manufacturing industries such as automotive, consumer, capital goods, engineering, textiles, pharmaceuticals, and IT/ITeS sectors, 
paving the way for rapid urbanisation. This has further pushed for the need to have edge data centers. 

 “The demand for data center services in these cities is much higher compared to Tier-
1 cities, which is currently booming the industry's growth in these areas,” says Piyush 
of ESDS Software Solution. “Moreover, the cost of setting up and operating Data 
Centers in Tier-II and III cities is lower than in Tier-1 cities, making it easier for Data 
Center providers to make a return on their investment in these cities. In conclusion, 
while the growth of Data Centers in Tier-II and III towns could have been more active in 
yesteryears, the industry is now getting ample space to grow in these areas.” 

In terms of metros, Mumbai continues to have the highest percentage of data centers 
among the cities and that number is expected to stay the same until 2025. Bengaluru and 
Chennai, with 13% and 10% of the market share, respectively, are second to Mumbai. By 
2025, Bengaluru's capacity share in data centers is predicted to fall to 11 percent, while 
Chennai's share will increase to 15%. Slowly and steadily, India will be ranking amongst 
the countries with higher numbers of data centres in the world. In spite of the country 
having a relatively lower capacity, India has seen significant growth in recent years. 

However, in a bid to not be behind the race, other cities such as Kolkata, Pune, and 
Hyderabad are also incentivizing companies to set up data center facilities, which they 
hope will add more jobs to their economy.

“The addition of more real-estate space and sustainable energy infrastructure will 
certainly double the data center business by 2024. India will need to allocate nearly 7.8 

million square feet of space to make it happen. The good news is that as the country increases its efforts to become more digitally 
connected, and provides lucrative incentives both to the companies and cities, there is a greater probability that the data center 
market in India will skyrocket in the coming years,” opines Sushil Goyal, Co-Founder & COO – Rahi.

The Uttar Pradesh government- announced in June 2022 to set up four data centers 
in the state for Rs 15,950 crore. Several other states are also in the process of announcing 
their own separate policies and are at various levels of obtaining required approvals and 
consensus from various stakeholders within the State Government Framework. 

The Central Government of India had also announced the Draft Data Center Policy 
document under the aegis of the Ministry of Electronics and Information Technology, 
during 2020. There are plans to add new landing stations across south eastern coastal 
cities which would mean development of new data centers in the vicinity. There are also 
plans to develop cable landing stations in coastal cities like Vizag, Kochi etc. which will 
ensure availability of high-speed internet and global outreach.

World’s leading hyperscalers and cloud service providers have announced their 
availability zones in India. Amazon Web Services (AWS), Microsoft, and Google are 
further augmenting Availability Zone (AZs) in India. Other Colocation players like NTT, 
STT, Reliance, Adani, have been expanding its DC footprints not only cities like Mumbai, 
Chennai, Delhi-NCR Hyderabad and Bangalore but also expanding in Tier 2 and Tier 3 
cities. Along with that there is an augmentation of edge data centers across India.

And so…
As the world transitions to a digital ecosystem, the importance of data centers and 

their reliance on them grows. Increased demand for cloud computing services, massive technological advancements, rising demand 
for data storage and processing, expansion into new geographical regions, adoption of edge computing, and rising demand for security 
and compliance are some of the key factors that potentially double the size of the data center industry by 2024. 

According to the most recent JLL report, India's data center market will more than double in the next two and a half years, from 
637 MW to 1318 MW. With the massive impetus the Indian government is giving this sector and the investments in the past two years, 
India is certainly poised to be a data center hub in the coming years. 

Piyush Somani
Managing Director and Chairman
ESDS Software Solution

Sushil Goyal
Co-Founder & COO

Rahi
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SECLORE RECOGNIZES THE EMERGING 
NEED OF SECURING DATA REMOTELY 

Being a data-centric security company, 
Seclore is delivering solutions to ensure 
information security without hindering 
collaboration effectiveness for over eight 
years. The Platform enables organizations 
to unify best-of-breed Data-Centric Security 
Solutions with existing Enterprise systems 
to address the inherent limitations in various 
data protection point solutions. With over a 
decade of experience in sales, marketing, and 
business management, VISHAL GUPTA, 
Founder and CEO, Seclore has been 
spearheading Seclore’s operations since its 
inception. In a chat Vishal explains about 
the current data and cyber security situation 
and its challenges in India, protection of 
data, impact of data protection bill etc.

CYBER SECURITY LANDSCAPE IN INDIA 
The growing digital economy in India 

is now more prone to cyber threats and 
vulnerabilities than ever. Enterprises across 
sectors face an increased risk of data loss 
and permanent damage to their reputation. 
Considering these shifts, the Government 
of India has established a dedicated Cyber 
Security Division under MeitY that is 
constantly evaluating threats and the 
corresponding regulatory framework to 
mitigate cybersecurity risks. Similarly, the 
private sector is also coming forward to 
create a robust cyber security infrastructure.

Delving deep on this topic Vishal says, 
“To tackle cyber threats on an urgent basis, 
public and private sector players need to 
collaborate and develop capabilities powered 
by advanced AI and ML solutions. As 
compared to human efforts, these tools rely 
on large volumes of digital transaction data 
to detect and prevent fraudulent actions. 
By leveraging advanced technologies such 
as behavioral analytics, passive biometrics, 
and risk mitigation tools, industry players 
can identify good users versus bad actors.
With growing investments in digital and 
technologies, cybersecurity will continue 
to be a powerful factor in India's digital 
ecosystem; therefore, all stakeholders 
must work together to develop formidable 
solutions that can create safer digital spaces''.

PROTECTING DATA IN THE CLOUD IS 
CRITICAL

The pandemic brought an overnight 
change to the traditional working culture, 
resulting in employees working from remote 
locations and adopting digital solutions 
to streamline their work processes. Even 

today, as hybrid working becomes the norm 
in the post COVID world,enterprises are 
facing the challenge to keep their company 
data secure. Vishal points out, “This is 
because employees often use their personal 
devices such as mobile phones, tablets and 
laptops to access software and tools quickly, 
leaving sensitive data vulnerable. Without 
a data-centric security in place, sensitive 
information related to operations, customer 
data and IP and trade secrets can fall into 
the hands of bad actors. By securing the 
data in the cloud and personal devices, 
employees can freely work with company 
data and organization and do not have the 
constraints of specific infrastructures.This, 
in turn, helps organizations to keep their 
data secure while continuing to operate in a 
flexible working model.``

STRENGTHENING INDIA’S DATA 
SECURITY INDUSTRY

Seclore’s products enable organizations 
to access best-in-class data security 
technologies to ensure that their data 
remains secure and trackable throughout the 
association process without compromising 
productivity.

Talking about Seclore’s products and 
solutions Vishal says, “Our solutions are 
used by some of the largest defense and 
investigative agencies, public sector units, 
and numerous private agencies designated 
as "critical infrastructures" to protect their 
most sensitive information. Our offerings 
not only help strengthen our client’s 
security posture but also allow them to 
seamlessly collaborate with their internal 
and external stakeholders. Our solutions 
are also tailored to every client's needs and 
cover a wide range of data security aspects 
such as data protection, cloud data security, 
data privacy and compliance, and third-
party risk management.``

He also adds, “Additionally, we are 
investing heavily towards security training 
and building awareness in the entire 
ecosystem surrounding enterprises, based on 
knowledge, and thought leadership to help 
augment enterprises’ data security efforts.”

IMPACT OF THE DATA PROTECTION BILL
The Digital Data Protect Bill 2022 

proposes a thorough data protection regime 
while relaxing restrictions on non-personal 
data collection and cross-border data 
transfers. While the draft bill offers certain 

benefits to businesses, it also imposes hefty 
fines for noncompliance, indicating that 
organizations need to prioritize their data 
security.

He says, “Aligning business processes 
with proposed legislation requires new 
enterprise infrastructure and radical changes 
to existing security operations for many 
Indian companies. But one thing is certain: 
in order to comply with the new law, 
companies must take actionable steps to 
establish a comprehensive, legally defensible 
data protection programme. It is crucial 
to not only maintain a defensible data 
inventory, but also manage data access and 
third-party risks. Finally, it is imperative for 
organizations to revise their data retention 
policies to only retain the information that 
is required.”

TO CONCLUDE
As the need for data security grows, it 

is important that enterprises pay utmost 
attention to data trends to secure sensitive 
information and comply with regulatory 
requirements.

In his concluding words Vishal says, 
“We foresee businesses drastically increasing 
their investment in privacy and security 
technologies to gain their stakeholders’ 
confidence and avoid paying hefty fines 
as new legislation emerges.Greater 
transparency in the collection and processing 
of personal data will become critical to user 
satisfaction. Businesses that value their 
customers' personal information will see an 
increase in active users and earnings when 
compared to their competitors.”

He adds,“As a result of these 
projected trends, a zero-trust policy while 
implementing cyber security will become 
the norm. The Inclusion of new-age 
technologies to protect data irrespective of 
the platform it is worked upon will result in 
smarter, safer collaborations.The continued 
focus on securing data will also lead to 
a huge demand for skilled professionals, 
contributing to the creation of new career 
opportunities in the data security and 
privacy space.”
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MOVERS & SHAKERS 

Samsung ropes in former 
Qualcomm Vice President 
to head SARC

Samsung seems to be on a hiring spree of top 
executives from reputed companies in the last few 
months. About a week ago, the South Korean 
conglomerate had hired two former Ericsson 
executives to its Samsung Networks team, while 
last December, Samsung roped in an ex-Mercedes 
designer, Hubert H. Lee, to lead its smartphone 
design team.

As a latest development, Samsung has now 
hired former Qualcomm Vice President Benny 
Katibian. Benny previously worked for Qualcomm as the Vice 
President of the company’s engineering division. At Samsung, Benny 
will serve as the head of the Samsung Austin Research Center (SARC) 
and the Advanced Computing Lab (ACL), which are the core R&D 
centers of Samsung Electronics USA.

Reports indicate that Benny Katibian is an expert in semiconductors 
and was in charge of self-driving systems, including ADAS (Advanced 
Driving Assistance Systems) at Qualcomm. 

Confluent selects Rubal Sahni 
as Area Vice President and 
Country Manager for India

Confluent has  announced the appointment 
of Rubal Sahni as the Area Vice President and 
Country Manager for India. Sahni brings 15 years’ 
experience in driving digital transformation and 
helping customers across industries succeed with 
modern technology. Responsible for driving 
growth in India, Sahni will work with customers 

across the region to help them set their data in motion and deliver 
the incredible customer experiences required to compete in today's 
digital world. Sahni is based in Bangalore and reports into Kamal 
Brar, SVP APAC.

Prior to joining Confluent Sahni was at ServiceNow for seven 
years where he was responsible for scaling the Indian business, forging 
and building strategic partnerships, and nurturing and growing 
customers and employees. The appointment comes six months after 
the company announced the opening of a new office in Bangalore and 
the creation of new jobs in the country.

NEC Corporation elevates 
Aalok Kumar to a global role

NEC Corporation India, a wholly owned 
subsidiary of NEC Corporation, announced 
the elevation of Mr. Aalok Kumar, Chairman, 
President and CEO, NEC Corporation India, to 
Corporate Officer & Senior Vice President - Head 
of Global Smart City Business.   

Aalok will continue to lead the India business 
and further strengthen India’s strategic positioning 
for NEC Group as a whole. He will continue to 
forge partnerships with the Government and 
private sector, pursuant to the company’s vision 

of “In India, for India” and “From India, for Global”. Aalok will 
take over a new global role as a Corporate Officer and Senior Vice 
President and Head of the Global Smart City Business. As part of 
NEC’s Corporate Management Team, he will be responsible for 
building a global business, drawing on his unique learnings from his 
global experience. 

Lenovo India appoints 
new leaders for 
Integrated Operations 
and Service Delivery

Lenovo India announced new roles for two of their veteran 
leaders Nitin Garg to Director and Head of Services Support, Lenovo 
India. He was previously leading the Integrated Operations function. 
In his fifteen-year stint at the Company, Nitin has led critical projects 
and initiatives for the company. This includes the execution of high-
impact projects such as the 1.5M notebook deal, conceptualizing and 
deploying salesforce.com, CRM for the commercial segment, growing 
the ‘Make in India’ capacity, and building an in-house capability to 
develop multiple process automation tools for enhancing productivity 
and ease of operations. He was also instrumental in building Lenovo’s 
Integrated Operations practice in the Central Asia Pacific market.

With over three decades of diversified experience, Nitin 
has straddled roles across corporate sales, distribution, channel 
management, business operations, and supply chain management. 
Prior to Lenovo, he worked with large MNCs and domestic IT 
organizations.

Videonetics names Ashish 
Goyal as Director of Software 
Engineering and Development 

Videonetics has announced the appointment of 
Ashish Goyal as Director of Software Engineering 
and Development. Ashish will play an essential 
role as a member of the leadership team and will 
be based in Bengaluru. He will oversee planning, 
development, designing and testing of Videonetics 
products in the marketplace while building and 
leading the company's engineering and product 
development team.

He brings onboard 18 years of leadership experience in diverse 
sectors including products & services organization and in building 
enterprise-grade, near real-time, globally distributed large-scale 
systems serving millions of transactions and processing big data. 
Before joining Videonetics, Ashish held various senior leadership 
positions in multi-national companies such as SanDisk, Microsoft 
Corporation and Cognizant.

CrowdStrike elevates Michael 
Sentonas to President

CrowdStrike has announced the promotion 
of Michael Sentonas to president. After serving 
as CrowdStrike’s chief technology officer (CTO) 
since 2020, Sentonas will be responsible for 
leading the company’s product and go-to-market 
functions, including its sales, marketing, product 
and engineering, threat intelligence, corporate 
development and CTO teams. The appointment 
comes as CrowdStrike, the recognized market 
leader in endpoint security, drives growth at scale 
as customers consolidate point products, including 
XDR, cloud security, identity protection and more, on its industry-
leading cybersecurity platform.

Sentonas will report to CrowdStrike Co-Founder and CEO, 
George Kurtz, with CrowdStrike’s Chief Sales Officer (Jim Seidel), 
Chief Marketing Officer (Jennifer Johnson), Chief Product & 
Engineering Officer (Amol Kulkarni), and Senior Vice President of 
Intelligence (Adam Meyers) reporting directly into Sentonas.
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