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Cyber Security

• Cyber security refers to the body of
technologies, processes, and practices
designed to protect networks, devices,
programs, and data from attack, damage, or
unauthorized access. Cyber security may also
be referred to as information technology
security.



Tips for Cyber Security



Important tools for Cyber Security

• Tools for URL / Link Analysis

• Tools for File based malware analysis

• Tools for Security & Privacy

• Cyber Threat Intel Map Related Information

• Tools for Security Audit of your personal 
devices (Smart Devices & PCs)



Tools for URL / Link Analysis

• For analysis of any suspicious URL or Link 
please insert your link in URLSCAN.io



Tools for URL / Link Analysis

• Check URL or Link malicious or not please 
insert your link in virustotal.com



Tools for URL / Link Analysis

• Check URL or Link safety please insert your link in 
https://global.sitesafety.trendmicro.com/

https://global.sitesafety.trendmicro.com/


Tools for URL / Link Analysis

• Check URL or Link reputation and other details 
please insert your link in 
https://www.abuseipdb.com/



Tools for Malicious File Analysis

• Check exe file is suspicious or not please 
upload your file at virustotal.com



Tools for Malicious File Analysis

• Check exe file is suspicious or not please 
upload your file at https://sandbox.pikker.ee/

https://sandbox.pikker.ee/


Tools for Security & Privacy

• Ensure your security & privacy via 
privacytools.io



Tools for Security & Privacy

• Secure yourself against phishing attack 
https://toolbar.netcraft.com/

https://toolbar.netcraft.com/


Tools for Security & Privacy

• Secure yourself against tracking attack 
https://disconnect.me/index.html

https://disconnect.me/index.html


Tools for Security & Privacy

• Secure your router against cyber attack https://www.f-
secure.com/en/web/home_global/router-checker

https://www.f-secure.com/en/web/home_global/router-checker


Tools for Security & Privacy

• Use Brave Browser for secure against tracking 
attack https://brave.com/

https://brave.com/


Threat Intel Map

• Update your knowledge and real time intelligence via 
cyber threat maps https://www.fireeye.com/cyber-
map/threat-map.html

https://www.fireeye.com/cyber-map/threat-map.html


Threat Intel Map

• Update your knowledge and real time intelligence 
via cyber threat maps 
https://threatmap.fortiguard.com/

https://threatmap.fortiguard.com/


Tools for Device Security & Privacy

• For Android Device following apps can be used 
to safeguard your privacy

HACKUNA (Anti-Hack) 

• Can block and detect WiFi hackers

• Can also track the hackers within the area.

• It will give you all the details you need
to find the hacker within the area
or to report it to the authority



Tools for Device Security & Privacy

• For Android Device following apps can be used 
to safeguard your privacy

Exodus Privacy

Exodus Privacy helps you to know which 
trackers and permissions are embedded in 
apps installed on your device.

The app downloads reports from Exodus 
Privacy (https://exodus-privacy.eu.org/) and 
shows them to you app by app



Tools for Device Security & Privacy

• For Android Device following apps can be used 
to safeguard your privacy

Privacy Scanner (AntiSpy) Free

Privacy Scanner Anti Spy was created to
check your smartphone whether you are
really being spied on. It detects Parental
Control and surveillance apps, which might
be misused to spy on spouses, using GPS-
Track technologies, receive and send sms,
read your contacts, read your call history,
reads your calendar and so on…



Tools for Device Security & Privacy

• For PC following apps can be used to safeguard 
your privacy https://staysafeonline.org/stay-safe-
online/free-online-security-checkups-tools/

https://staysafeonline.org/stay-safe-online/free-online-security-checkups-tools/


Your Suggestions are always welcomed

Thanking you


